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Abstract—Mobile sensing systems have been widely used as
a practical approach to collect behavioral and health-related
information from individuals and to provide timely interven-
tion to promote health and well being, such as mental health
and chronic care. As the objectives of mobile sensing could be
either personalized medicine for individuals or public health for
populations, in this work, we review the design of these mobile
sensing systems, and propose to categorize the design of these
systems in two paradigms—1) personal sensing and 2) crowdsens-
ing paradigms. While both sensing paradigms might incorporate
common ubiquitous sensing technologies, such as wearable sen-
sors, mobility monitoring, mobile data offloading, and cloud-based
data analytics to collect and process sensing data from indi-
viduals, we present two novel taxonomy systems based on the:
1) sensing objectives (e.g., goals of mobile health (mHealth) sens-
ing systems and how technologies achieve the goals) and 2) the
sensing systems design and implementation (D&I) (e.g., designs
of mHealth sensing systems and how technologies are imple-
mented). With respect to the two paradigms and two taxonomy
systems, this work systematically reviews this field. Specifically,
we first present technical reviews on the mHealth sensing systems
in eight common/popular healthcare issues, ranging from depres-
sion and anxiety to COVID-19. By summarizing the mHealth
sensing systems, we comprehensively survey the research works
using the two taxonomy systems, where we systematically review
the sensing objectives and sensing systems D&I while mapping the
related research works onto the life-cycles of mHealth Sensing,
i.e.: 1) sensing task creation and participation; 2) (health surveil-
lance and data collection; and 3) data analysis and knowledge
discovery. In addition to summarization, the proposed taxonomy
systems also help the potential directions of mobile sensing for
health from both personalized medicine and population health
perspectives. Finally, we attempt to test and discuss the validity
of our scientific approaches to the survey.
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I. INTRODUCTION

OBILE sensing [1] refers to a sensing paradigm that

leverages the ubiquitous sensors embedded in mobile
devices (e.g., mobile phones and smartwatches) to monitor
human behavior, physiology, environment, and interactions
between them in a human-centric manner [2], [3]. Lots
of work studied the adoption of mobile sensing techniques
in health domains [4]-[6], such as mental health [7] and
chronic care [8]. Early visionary works [9], [10] proposed
the basic framework of the mobile health (mHealth) sens-
ing techniques that leverage ‘“noninvasive” mobile sensing
schemes [11] to collect data for human activities recogni-
tion and infer the individual’s health status using machine
learning algorithms with longitude and real-time sensory data
accordingly [7], [12]-[14].

Compared to traditional medical sensors that are frequently
operated by health professionals to collect data from patients
in a clinical context, mHealth sensing relies on participation
of voluntary users to obtain information for health-related
well-beings in their daily life [15]-[17]. Furthermore, the
goal of mHealth sensing research is to study the innovative
applications of mobile sensing techniques to collect behav-
ioral and physiological data related to health and well being,
while medical sensing aims at designing new measurement and
instrument techniques for medical purposes [18]. More com-
parison between mHealth sensing and medical sensing could
be found in Appendix A. In this work, given the rapid devel-
opment in such areas, we propose to review and survey the
recent progress in mHealth sensing techniques.

A. Health Outcomes in mHealth Sensing Systems

There are several works reviewing and surveying the
research problems [19]-[23], emerging techniques [24], [25],
system design [26]-[28], and prototyping tools [14], [29], [30]
for mHealth sensing systems. In this work, we propose to first
categorize the research works on mHealth sensing systems
with respect to the major health issues they are addressing
(e.g., depression and anxiety). Furthermore, for every major
health issue reviewed here, we also discuss mHealth sens-
ing research from the perspectives of personalized medicine
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and population health—two major health outcomes of modern
healthcare [31]-[34], which are defined as follows.

1) Personalized Medicine: Personalized medicine focuses
on individual patients—with medical decisions, practices,
interventions, and/or products being tailored to the indi-
vidual patient based on their predicted response or risk
of disease [35]. Thus, the goal of personalized medicine
is to improve and optimize the individual treatment
effects through sensing, monitoring, and predicting their
health status [36].

2) Population Health: Population health is defined as
the health outcomes [37] of a group of individuals,
including the distribution of such outcomes within the
group [38]. The goal of population health is to pro-
mote the health of a target population [39], where the
approaches include discovering health outcomes, under-
standing patterns of health determinants, and policy
making for interventions.

Though the outcomes of personalized medicine and population
health promote the well being of individuals and communities
in diversified directions, they often incorporate some ubiqui-
tous sensing technologies, such as personal health surveillance
with wearable sensors [40], mobility monitoring [41], [42],
mobile data offloading, and cloud-based data analytics [43] to
collect and process sensing data from individuals. In practice,
personalized medicine mainly aims to continuously monitor
the health conditions and medical progressions of individ-
ual users with fine-grained data collection, while population
health is focused broadly and comprehensively on studying
the health issues and their determinants in a community with
a considerable scale. Thus, there is a significant need to survey
mHealth sensing systems and techniques designed and imple-
mented from the perspectives of personalized medicine and
population health.

B. Challenges of Design and Implementation (D&I) in
mHealth Sensing Systems

For the two health outcomes of mHealth Sensing, we plan
to generalize and categorize existing works into two design
paradigms—1) personal sensing (PS) and 2) crowdsensing
(CS) paradigms, according to the significant differences in
app design, such as user engagement strategies [44], [45] and
data analysis approaches [46], [47]. Moreover, as shown in
Fig. 1, we follow the common frameworks of mobile sens-
ing systems [1], [48] and propose to modularize the design
of mHealth sensing systems [49] for both PS and CS into a
three-stage pipeline as follows.

1) Sensing Task Creation and Participation: With a pool of
potential mobile users, the mHealth Sensing researchers
create tasks for specific health issues via deployed
systems [4], [50], [51], then prompt users’ participa-
tion [10], [52], [53] and the engagement with incen-
tives [54], [55].

2) Health Surveillance and Data Collection: With actively
engaged participants, the mHealth sensing systems
collect health-related data from participants in their
daily life scenarios [11], [56], and then store and
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Fig. 1. Three-stage pipeline of mHealth sensing systems.

offload the sensing data often with security and privacy
protection [57]-[60].

3) Data Analysis and Knowledge Discovery: With health-
related data collected, the mHealth sensing systems
carry out data processing and analysis under ethical
certification [61]-[63] to predict health-related events
for individuals [64], [65] and discover determinants of
health [38], i.e., knowledge about population health and
well being [10], [66].

Based on the above two mHealth sensing design paradigms
and the pipeline of three stages, it is reasonable to assume the
way that existing works designed and implemented mHealth
sensing systems, kept participants engaged, and discovered
knowledge might be significantly different from the perspectives
of personalized medicine and population health. In this article,
we provide two taxonomy systems that cover the major tech-
nical challenges and methodologies in this area. Specifically,
we focus on the sensing objectives (e.g., data privacy, data
quality, energy efficiency, and other goals targeted at enabling
practical mHealth Sensing systems) and sensing systems design
and implementation (D&I) (e.g., designs of mHealth Sensing
systems and implementations of technologies), respectively.
Furthermore, we review and categorize the sensing objectives
and systems D&I issues by the combination of two mHealth
Sensing design paradigms and three stages in detail.

C. Organization of the Survey

The remainder of this manuscript is organized as follows.

1) In Section II, we review and summarize mHealth sens-
ing systems for eight common/popular health issues.
Specifically, we discuss how mHealth sensing techniques
study the health issues for personalized medicine and
population health purposes with case studies. We report
the procedure to select the health issues for the review
in Appendix B.

2) In Section III, we introduce the taxonomy system classi-
fying mHealth sensing systems from the sensing objec-
tives perspective. Specifically, we identify and discuss
the detailed objectives considered to achieve personal-
ized medicine and population health goals, as well as
their differences and connections, in each step of the
mHealth sensing life cycle.
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3) In Section IV, we present the taxonomy system from
the perspective of sensing systems D&I, where we dis-
cuss, with respect to identified objectives, how mHealth
sensing systems are designed and how technologies are
implemented to handle the PS for personalized medicine
or CS for population health.

4) In Sections V and VI, we discuss the future direc-
tions in mHealth sensing area and conclude the article.
Specifically, we discuss the limitations of this survey,
including the use of scientific approaches and the cov-
erage of topics. In Appendix C, we review and discuss
the scientific approaches to this survey in detail.

II. REVIEWING MHEALTH SENSING SYSTEMS FOR
COMMON HEALTH ISSUES

In this section, we first list the definitions of health-related
terms in Table I. With respect to the eight most commonly
researched health issues (i.e., depression and anxiety, sleep
quality and insomnia, diabetes, heart diseases, elder care, diet
management, tinnitus, and COVID-19) in reviewed papers,
we summarize typical mHealth sensing apps for personalized
medicine and population health.

In general, as shown in Table II, to promote personal-
ized medicine, mHealth sensing systems leverage PS paradigm
and focus on an individual’s health outcomes with systems
D&I of health status monitoring, recognition, and interven-
tion; while for population health, the CS paradigm mainly
aims to measure/understand population health status and dis-
cover knowledge for public health benefit. Here, we discuss
three typical health issues among the eight with respect to the
outcomes of mHealth Sensing.

A. Depression and Anxiety

Depression and anxiety are mental health disorders
broadly experienced by 548 million people worldwide [136].
mHealth sensing gives ubiquitous solutions to these issues,
both on monitoring and intervention at the personal
level [51], [83], [85] and surveying and understanding at the
population level [88].

1) Personal Depression and Anxiety Monitoring and
Intervention: Mobile devices are providing broad services for
individual patients with mental disorders, as they can continu-
ously collect behavior and physiology data, as well as deliver
timely interventions without scarce clinical resources [25].
Typically, Mobilyze! [84], a mobile mental intervention appli-
cation with a two-step framework—context sensing and eco-
logical momentary intervention—collects contextual data and
feeds them into a medical diagnosis model, then it infers the
user’s mental health status and provides interventions to over-
come psychological dilemmas (e.g., lack of social interaction).
Furthermore, in the mental health domain, advances in artifi-
cial intelligence are promoting decision making of just-in-time
adaptive intervention (JITAI) by learning from individual
longitudinal behaviors [137], [138].

2) Population Depression and Anxiety Survey: Mobile
sensing techniques are increasingly being adopted for pop-
ulation depression and anxiety surveys, as they provide a
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TABLE I
TERMS AND DEFINITIONS

Terms Definitions

Mobile Health Namely mHealth, a term used for the practice of
medicine and public health supported by mobile

devices [22].

mHealth Provider People (e.g., researchers, business companies) who
organize healthcare services by designing and de-

ploying mHealth techniques and applications [67].

Ubiquitous Sensing A paradigm using networked sensors pervasively
exist in daily-life scenarios to capture information
about humans, environments, and their interac-

tions [68].

Personal Sensing A technique collecting and analyzing data from
sensors embedded in the context of an individual’s
life with the aim of identifying his/her behaviors,

thoughts, feelings, and traits [3].

Crowd Sensing A technique where a large group of individuals hav-
ing mobile devices capable of sensing and comput-
ing collectively share data and extract information
to measure, map, analyze, estimate, or predict any

processes of common interest [69].

Passive Sensing Sensing via devices that detect and respond to some

type of input from the physical environment [70].

Health Status One’s medical conditions (both physical and men-
tal), claims experience, receipt of health care, med-
ical history, genetic information, evidence of insur-

ability, and disability [71].

Health Outcomes Health events occurring as a result of interventions
[72]; in our work, an intervention could be the

consequence of mHealth sensing.

Health Determinants ~ Conditions which contribute to a wide range of

health and quality of life, risks and outcomes [73].

Mental Health A state of well-being in which the individual
realizes his/her own abilities, can cope with the
normal stresses of life, can work productively and
fruitfully, and is able to make a contribution to

his/her community [74].

Treatment Effects Causal effect of a given treatment or intervention

on an outcome variable of health interests [75].

Health Benefit Positive phenomena that a medicine treatment, sub-

stance or activity is improving health [76].

Health Intervention A treatment, procedure, or other action taken to
prevent or treat disease, or improve health in other

ways [77].

Digital Biomarkers Objective, quantifiable physiological and behavioral
data that are collected and measured by means of

digital devices [78].

low cost and off-the-shelf, cheap, and online data collec-
tion manner versus laborious and high-cost clinical testing
and questionnaires. For example, by studying the correla-
tion between anxiety and behavioral indicators (e.g., activity
locations, text messages, and calls) of 54 students over two
weeks, Boukhechba ef al. [87] proposed to pervasively mon-
itor college students’ mental status by tracking their GPS
trajectories.

3) Population Mental Health Determinants Understanding:
New findings for population mental health determinants can
be gained by widely collecting and comparatively analyz-
ing data among populations [89], [139]. For example, a
mobile CS (MCS) platform—Sensus [4] was leveraged by
Chow et al. [86] to verify clinical models of depression and
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TABLE II
SUMMARY TABLE OF THE MHEALTH APPS ON EIGHT COMMON HEALTH ISSUES CREATED FOR THE MOTIVATIONS IN: 1) PERSONALIZED
MEDICINE AND 2) POPULATION HEALTH, RESPECTIVELY

Health Issues Personalized Medicine Population Health
Motivations Examples Motivations Examples
Depression Identification and interventions [511, [52] Population mental health screening [56],
and Anxiety for depression and anxiety [79]-[85] and determinants inferring [86]-[90]
Sleep Quality Sleep quality monitoring and [12], [50], Population sleep statistics for (941, [95]
and Insomnia sleep stage recognition [91]-[93] understanding sleep science issues ’
Diabetes (type 2) Glucose monitoring for [8], Understanding the social determinants [16]
! s (typ diabetes management [96]-[98] contributing to diabetes [99], [100]
. Heart health monitoring and [15] Studying the impact of determinants
Heart Diseases heart failure prevention [101]-[103] on heart diseases (104}, [105]
Int}‘lome healthcare and [106], [107] | Understanding the health status and
Elder-care assistance e N X [108]
— lifestyle of the elderly population
Outdoor monitoring and [109], [110]
notification ’
Diet and Weight | Diet self-monitoring and (641, [65] Understanding population eating (111], [112]
Management exercise management ? habits, episodes, and disorders ?
A Tinnitus self measurement Studying symptoms, causes, and
Tinnitus and retraining therapy (113], [114] treatments of tinnitus population (5117
fdinenosic - omoromical amalveic 2],
COVID-19 Remote self-diagnosis [118]-[121] | Epidemiological analysis [122]-[124]
Contact tracing [125]-[128] GPESL‘;&E;‘M‘ policy making and [129]-{135]

anxiety. Taking the levels of depression and social anxiety
as moderators, researchers tested the relations between state
effect and time spent at home of 72 recruited students, and
finally, they gain an understanding of the significant correla-
tions between depression and anxiety and home-stay behaviors
in the target population.

B. Sleep Quality and Insomnia

mHealth Sensing applications are widely applied to moni-
tor sleep quality and identify sleep stage, as well help with
understanding sleep problems in populations.

1) Personalized Sleep Monitoring and Insomnia Assistance:
Mobile and pervasive sensing devices are providing more per-
sonalized sleep quality monitoring and sleep-aid service [12],
[92], [140]. Sorts of sleep monitoring systems are embedded
in wearable devices, but they are not widely used and uncom-
fortable to wear [141], [142]. mHealth sensing solutions are
to use off-the-shelf sensors built in mobile phones, such as
microphones, to detect sleep stage and infer sleep quality. For
example, Hao et al. [50] proposed a model leveraging audio to
detect sleep events such as body movement for sleep quality
estimation [92]. Furthermore, with off-the-shelf smartphones
and commodity WiFi devices, Yu et al. [93] designed a low-
cost sleep stage monitoring system by extracting respiratory
rate and body movement from channel state information from
WiFi antennas.

2) Population Sleep Science Research: CS methods are
widely used to create population sleep status data sets for
sleep research, such as understanding psychological and phys-
iological causes of insomnia. In practice, to understand
the relationship between phone usage and sleep quality,
Sharmila et al. [94] collected a large-scale phone usage data
set and sleep questionnaires from 743 participants in a CS
manner and evaluate the effect of mobile phone usage
patterns on sleep with statistical methods. During the pan-
demic, Tahara et al. [95] studied the changes of mHealth app

users’ sleep phase and revealed the impact of the pandemic on
delayed sleep onset and offset with increased sleep duration
and decreased social jetlag, especially for young populations
in Japan.

C. Mobile Sensing in the COVID-19 Era

Mobile devices that people carry around are like the “wit-
nesses” to the spread of the pandemic, continuously and pas-
sively collecting human mobility and social interactions [143].

1) Personal Remote Detection: Mobile microphones collect
audio data, including sigh, breath, and voice, which are indi-
cators to diagnose lung diseases [144], giving great potential
of automatic COVID-19 remote detection [118]. For example,
Brown et al. [119] proposed methodologies to detect diag-
nostic signs of COVID-19 from voice and coughs, which
well differentiated COVID-19 from other viral infections.
Han et al. proposed to diagnose COVID-19 infections by
learning from the cough, breathing, and voice data collected
by COVID-19 Sounds App leveraging a three-channel neural
network. In addition to audio-based methods, novel wearable
sensors also provided long-term monitoring for vital but tiny
signs that may indicate infections to assist diagnosis [121].

2) Personal Contact Tracing: The most common way
of transmission of the COVID-19 virus is through contact
between people [145], which causes finding the contacts of
positive patients an essential task for epidemic control. Many
mobile apps were developed and deployed for the privacy-
preserving contact tracing during the pandemic, automatically
and securely recording and communicating the contact his-
tory, where the most crucial technology is the Bluetooth
proximity network [125], [126], [128], [146]. For example,
Carli et al. [127] developed WeTrace, a mobile virus tracing
app that detects one’s contact history with others by iden-
tifying Bluetooth signal interactions; and proposed a trusted
information transmission framework for the tradeoff between
public health benefits and privacy leakage.
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3) Population Epidemiological Analysis: The recently
revealed significant correlations between regional human
mobility and COVID-19 infections provide guidance on
investigating and understanding the pandemic spread with
multiscale mobile data [123], [124]. Human mobility data
(e.g., cell tower records, GPS location, Bluetooth proximity,
and opt-in application data) on multiple scales are guiding
the COVID-19 epidemiological studies [122]. To be specific,
from the perspective of human movement, cell tower records
and GPS location data of mobile phones help describe the
human flow from origins to destinations of multilevel spatial
scales (e.g., city, state, and country) [42], [147]; in terms of
human interaction, GPS location data and Bluetooth proximity
data could measure population density to estimate the exposure
risk [148].

4) Public Policy Making and Evaluation: Public policies
(e.g., travel restriction, quarantine, and social distancing) were
commonly proposed by governments around the world to
limit the fast spread of COVID-19. mHealth sensing data
among populations were effectively applied in policy making
and evaluation processes [149], [150]. For instance, mobile
data broadly sensed from a large group, such as app usage
logs and Bluetooth encounters, helped estimate the public
response to specific events (e.g., social distance ban published)
and evaluate the efficiency of social distancing [129], [151].
Furthermore, with the mobile sensing data gathered publicly,
statistical and machine learning methods can be used to esti-
mate, simulate, and predict the policy effects on spread control
in a data-driven manner [131], [132], [152].

D. Discussion

Note that in this work, we review and summarize the
works on mHealth sensing systems deployed over smartphones
and commodity devices, such as tablets, smartwatches, and
other wearable consumer electronics in noninvasive sensing
manners. Many other works intending to monitor the physio-
logical status of patients for medical purposes or professional

devices/systems for critical cares/assisted living, such as dedi-
cated medical sensors [153]-[156], Internet of Medical Things
(Medical I0Ts) and Medical Cyber—Physical Systems (Medical
CPSs) [157]-[174], and medical robots [175]-[178], are not
included here. Of course, many behavior-related health issues
are not well covered in this work, such as drug/alcohol abuse
or addiction [179], [180].

What is more, there are also sort of pervasive IoT
devices (e.g., WiFi, LoRa, and RFID) studied to serve as
mHealth sensing tools, typically applied in motion track-
ing [181]-[183], activity/gesture recognition [184]-[186], and
respiration monitoring [187]-[190] tasks. The basic idea of
these ubiquitous sensing practices is to mine the wireless sig-
nals of IoT devices (such as the channel state information of
WiFi) for information that expresses physiology and behav-
ior [191]. For instance, the Fresnel diffraction model was
leveraged by Zhang et al. [192] to reveal the quantified rela-
tionship between channel state diffraction gain and human
subtle displacement/movement.

III. TAXONOMY SYSTEM I (CLASSIFICATION OF MHEALTH
SENSING BY SENSING OBJECTIVES)

In taxonomy system I, for each step of mHealth sensing life
cycles, we identify and discuss the mHealth sensing systems
on: 1) personalized medicine and 2) population health, as
shown in Fig. 2.

A. Objectives in Sensing Task Creation and Participation

In order to attract enough participants in mHealth Sensing
practices, the main objective in this step is to provide proper
health service and/or recruitment to collect sufficient data.

1) Service  Provision  for  Personalized  Medicine
Seekers: mHealth sensing systems for personal-
ized medicine usually provide helpful healthcare
services [17], [193], [194] such as health status mon-
itoring and personalized interventions or treatments.
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In most cases of the personalized medicine systems,
participants actively engage in the sensing task for
personalized medicine outcomes [195]. Thus, the
detail objective of personalized medicine systems in
this step is to provide exact healthcare services (e.g.,
exercise reminders and user-friendly interface) and keep
improving service quality (e.g., optimizing intervention
accuracy and timing via advanced algorithms) to scale
up the participation [196].

2) Recruitment  Provision for  Population  Health
Participants: Population health systems are mostly for
studying population health issues leveraging massive
collected data from groups with less straightforward
personal health benefit for participants to compensate
for their concerns on cost and privacy (e.g., time
consumption, privacy exposure risk [197], and battery
usage [198]) . For example, in a COVID-19 infectious
population screening [199] or a rare clinical disease
causes understanding program [200], the results are
valuable for public health researchers but relatively
useless for participants. The above reasons lead to a
unique detail objective of population health systems
in attracting participation—providing recruitment to
gather participants and motivating their performance
with incentives [55], [201].

B. Objectives in Health Surveillance and Data Collection

With exact sensing tasks and a pool of participants, the
objectives in Health Surveillance and Data Collection are
collecting and gathering sufficient trustworthy data for fur-
ther analysis. As show in Fig. 3, we summarize that the data
trustworthiness lies in data quality and data quantity; further,
the data quality could be further indicated as data precision
and data fidelity, and the data quantity could be measured by
longitudinal coverage and population coverage. Also, some
objectives (i.e., privacy and security and resources consump-
tion) are commonly expected by the two kinds of mHealth
sensing systems.

1) Personal Sensing for Personalized Medicine: In person-
alized medicine systems, the detail objectives in data collection
are data precision and longitudinal coverage.

1) Data Precision: The data precision is the most straight-
forward objective for personalized medicine goals,
which determines the quality of personal health-
care services. Here, we take the mobile medical
devices in the intensive care unit (ICU) as exam-
ples of the data precision objective in personalized
medicine [202], [203]. Wearable devices with incen-
tive monitoring sensors collecting patients’ physiology
and behavior in ICU are typical schemes for personal-
ized medicine outcomes with high sampling rate and
precision. They finely capture patients’ physical and
behavioral biomarkers, such as facial expressions, func-
tional status entailing extremity movements, and severe
progression indicators [204].

2) Longitudinal Coverage: The coverage of longitudi-
nal data (in observations and objects) helps not only
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accurately capture complex dynamics of individual indi-
cators in the long term [14], [205]-[207] but also
comprehensively analyze the nontrivial casual relation-
ships between multiple pathogenic determinants and
health outcomes [208]—[210]. In addition, the interac-
tions between mHealth Sensing systems are also ben-
eficial to enlarge the longitudinal coverage of sensing
in individuals, which share and gather multiple observa-
tions. For instance, Google Health and HealthVault are
cross-platform health record systems storing and shar-
ing information between mHealth systems in a secure
manner, which enlarge the personalized medicine power
of single systems [211].

2) Crowdsensing for Population Health: To achieve popu-
lation health goals, the task of Health Surveillance and Data
Collection is to build a large-scale and error-free data pool
correlated to the health issues to be analyzed, with detail
objectives of ensuring data fidelity and enlarging population
coverage in the sensing process.

1) Data Fidelity: Versus data precision, data fidelity in
the mHealth sensing systems refers to there is no
human error (e.g., intentional cheating) in gathered
data [40], [212]. Especially, different from the collec-
tion of some simple data (e.g., traffic speed data or urban
temperature data), collecting daily/clinical health-related
data requires enormous manpower, incentive cost, and
devices resources for a long time [213], [214]. Also,
once human errors are introduced into the gathered data,
it leads to inaccurate health modeling, inaccurate pro-
gression measurement, and wrong medical conclusions,
which are harmful to the population health goals [215].

2) Population Coverage: Enlarging the population cov-
erage of health surveillance and data collection is
beneficial to obtain comprehensive and effective data
analysis and knowledge discovery [216]. For varied
research purposes, the expectations of population cover-
age vary [41]. For example, data for population mental
health research should cover balanced genders and diver-
sified ages for comparative analysis and knowledge
discovery with no/limited prior knowledge leveraging
machine learning [217] or statistical inference [218]
approaches; data for sleep science research should cover
kinds of patient groups, such as sleep apnea, insomnia,
Parkinson’s disease, and periodic limb movement disor-
der (PLMD), as well as healthy people as the control
group.

Though the detail sensing objectives of personalized medicine
and population health practices in data collection processes
are specified as the above perspectives, they are usually
overlapped. For example, data precision and longitudinal cov-
erage are also desirable in CS for population health systems.
However, data fidelity and population coverage are more in
need of dedicated systems D&I issues for specific problems
in population health practices.

3) Commonly Existing Objectives—Concerns and Costs:
Beyond the technical objectives in trustworthiness of data,
issues about users’ practical concerns and costs are the
commonly existing objectives for mHealth sensing systems.
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Fig. 3. Detail sensing objectives in health surveillance and data collection.
1) Security and Privacy: Issues in security and privacy are
great concerns in health-related domains [57], [146]. As
for personalized medicine systems, the security/privacy
issues include identity privacy [219] (participants do
not want to expose personal information), data pri-
vacy [220] (health-related data is sensitive), and attribute
privacy [221] (for attributes, such as locations and
trajectories). Besides, the risk of privacy leakage in
population health systems is greater [222], [223], as
it requires regular sensitive health-related data upload-
ing and offloading between mobile devices and cloud
servers via networks [224]. To be specific, additional pri-
vacy concerns in population health data collecting and
uploading processes are task privacy [225] (the sensing
tasks may correlate to participants’ illnesses) and decen-
tralized privacy [226] (frequent communication with a
central server could be more easily hacked).

2) Resources Consumption: Keeping mobile sensing data
sampling consumes considerable battery, hardware, and
software resources. From the personalized medicine per-
spective, the resource consumption is more intense,
as the data collection actions are generally contin-
uous and intensive [227]. Against this background,
the type and combination of sensors working and
their sampling rate, data accuracy, and sampling abun-
dance are under consideration [228], [229]. In terms of
population health, when the hardware consumption of
each individual’s perception is already economical, the
decrease in resources consumption is mainly achieved
by optimizing the task allocation in spatial, temporal,
participants, and content to achieve cost-effective global
sensing [66], [230]-[233].

Worth mentioning, to obtain fine-grained sensing data with
wide coverage (in terms of either surveillance time or the num-
ber of human subjects), it is frequently needed to intensively
and continuously collect data from wide range of participat-
ing individuals, thus violating participants’ privacy controls
or data/battery plans. Hence, mHealth sensing systmes need
to grant every individual participant the right to make trade-
off between data trustworthiness and costs and concerns as
shown in Fig. 3. Ideally, the mHealth sensing systems need
to prove themselves have already minimized data access priv-
ileges subject to the actual needs, to persuade and encourage
participants to involve in the CS for public health.

C. Objectives in Data Analysis and Knowledge Discovery

After gathering expected data, the main objective in data
analysis and knowledge discovery is to discover health-related
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Fig. 4. Comparison of main objectives of data analysis and knowledge
discovery in the systems for personalized medicine and population health.

knowledge about individuals and populations from data, and
proper healthcare actions [234], [235].

Systems for personalized medicine usually recognize [236]
or predict [237], [238] the individual user’s health status
by integrating his/her historical, as well as physical and
environmental data surrounding a specific health issue to
accurately recognize/predict health risks and provide precise
healthcare interventions at the right time, as shown in
Fig. 4.

1) mHealth Accuracy in Risk Prediction: Effective person-
alized healthcare services rely on the accuracy of health
status modeling and progression prediction. Sufficient
multimodal data collected in user daily, such as medicine
history, physical biomarkers (e.g., heart rate), and envi-
ronmental biomarkers (e.g., locations), provides great
information for accurately modeling and predicting one’s
health outcomes and progressions via machine learning
approaches [239]-[241]. For example, by passively mon-
itoring schizophrenia patients’ psychiatric symptoms
represented by surveys and behavioral/contextual char-
acteristics (e.g., physical activity, conversation, mobility)
over months, Wang et al. [242] proposed a prediction
system which predicts psychiatric symptoms’ dynamics
and progression merely based on mHealth Sensing data
without traditional self-reported ecological momentary
assessment (EMA).

2) mHealth Precision in Predictive Intervention: A typical
detail objective in this step for the personalized medicine
systems is to provide predictive interventions with high
mHealth precision responding to recognized/predicted
health outcomes and progressions (e.g., increasing
depression and anxiety and exposed to high heart risk).
Specifically, the precision above lies on precise interven-
tion timing, measures, and intensity, which leads to just-
in-time and adaptive mHealth supports [17], [243]. For
example, Costa et al. [244] proposed to improve one’s
cognitive performance by unobtrusively regulating emo-
tions with smartwatch notifications in varying detected
heart rates. Lei et al. [245], by formulating the interven-
tion tasks in real-time as a contextual bandit problem,
provided an online actor—critic algorithm to guide JITAI
practices.
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1) Crowdsensing for Population Health: CS practices
investigate population health issues by comprehensively min-
ing massive health-related data among researched groups, such
as monitoring and screening the population health status in a
region in both depth and coverage [241], [246], and verifying
and inferring [94] the determinants of specific diseases via
powerful statistics-based approaches.

1) Depth and Coverage of Population Health Monitoring in
Communities: For population health systems (especially
for population health monitoring, screening, and survey-
ing), in terms of data analysis, it is meaningful to deeply
mine and widely enlarge the information of targeting
communities leveraging collected CS data. For example,
in many mHealth CS practices, some specific character-
istics of health problems (e.g., the contact infection of
infectious diseases [247], familial heredity phenomenon
of genetic diseases [248], and regional relevance of con-
ventional health habits [249]) give great possibility to
finish a mobile population health screening of the whole
community by only investigating a subset of this group,
which is a manner with accuracy guarantee and lower
cost.

2) Statistical Power of mHealth Approaches in Knowledge
Discovery: The statistical power of the mHealth
approaches is a key pursuit for knowledge discovery
in large-scale population data. Specifically, in mHealth
field, CS is being used as a useful tool to collect and
analyze massive population health-related data to obtain
medical knowledge, where new knowledge can be sum-
marized or inferred by statistical methods for a better
understanding of health determinants [73], such as stay-
ing home too long causes mental health problems [87],
and lacking exercise would increase the risk of heart
attack [102]. For example, Zhang et al. [41] revealed
how large-scale human mobility affects one’s health
conditions leveraging the statistical approach (i.e., addi-
tive explanation value analysis), which shed light on
understanding population health from the perspective of
human mobility.

2) Commonly Existing Objectives—Risks and Ethical
Issues: In both mHealth-based personalized medicine and
population health knowledge discovery practices, some risks
and ethical issues cannot be ignored in sensing objectives.

1) Risks and Ethical Issues: Risks and ethical issues are
crucial in human-subject mHealth research, since per-
sonally identifiable health-related data of users would
be collected, uploaded, and analyzed, as well as sen-
sitive scientific study results would be made public to
varying degrees, even if some certifications are issued
by the developers [250], [251]. For instance, funded
by advertisers, such as insurance companies, the devel-
oper may exposure information to them; some patients
and victims may be forced to pay more or even fail
to apply, which goes against ethics [252]. Besides
revealing private health information, common risks and
ethical issues in mHealth sensing systems include data
loss, theft and hack [253], excessive or unauthorized
collection of data [254], loose medical conclusions,
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Fig. 5. Relationship between the objectives of PS and CS paradigms.

and negative impact [255], [256]. Besides, the scien-
tific studies carried out with mHealth Sensing systems
may be not statistically solid enough, since most of
the obtained conclusions are based on limited obser-
vation samples and periods; for example, few studies
have conducted follow-up studies on large-scale popula-
tions for more than a few months, and exact long-term
impact of mHealth Sensing systems on personal and
population health is still not scientifically clarified [257].
Against this background, appropriate analysis of poten-
tial risks [256], ethical issues [258], [259], as well as
previously mentioned security and privacy issues should
be done ahead of issuing certifications of mHealth
systems being used in daily life and even medical
scenarios.

It is worth mentioning that deploying CS systems can be
regarded as the accumulation of deploying PS systems in a
community, sometimes leveraging the same sensor technolo-
gies, collecting the same kinds of data, but varying in specific
individual-level or population-level purposes. Thus, most of
the objectives in PS are also what the CS paradigm pursues
in practice by-the-way. In summary, here we present a Venn
diagram to conclude the objectives of PS, CS, and mHealth
sensing specified above, as shown in Fig. 5. For example,
in CS for population health practices, improvements in ser-
vice provided and data precision also certainly increase the
performance of the systems.

IV. TAXONOMY SYSTEM II (CLASSIFICATION OF
MHEALTH SENSING BY SENSING SYSTEMS D&I)

In this section, as shown in Fig. 6, for each step of the
mHealth sensing life cycle, we present and discuss the sensing
systems D&I issues on PS for personalized medicine and CS
for population health.

A. Design and Implementation Issues in Sensing Task
Creation & Participation

To clarify how to promote users’ participation and engage-
ment leveraging services and recruitment, respectively, in
PS for personalized medicine and CS for population health
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Fig. 6. Taxonomy system II—sensing systems design and implementation (D&I).

systems, in this section, we intend to specify the detail D&I
issues of the two paradigms as follows.

1) Personal Sensing for Personalized Medicine: The pro-
motion of user engagement in personalized medicine systems
is by providing services. Here, we discuss two typical forms
of user engagement services—1) clinical health service and
human—computer interaction (HCI) and 2) gamification and
attraction.

1) Health Service and HCI: Providing straightforward and
effective clinical health service with good HCI design
for user experience is the most intuitive way to increase
users’ active engagement, since the essential motivation
of the users downloading the app is to obtain personal
health benefit [260], [261]. In practice, user engagement
strategies can be organized as setting sensing health-
related targets around users’ personalized objectives,
delivering adaptive therapeutic feedback, including pos-
itive reinforcement, reflection reminders, and challeng-
ing negative thoughts [262], and designing easy-to-use
platforms [198]. For instance, Cai et al. [263], [264]
proposed to prompt an adaptive and passive personal
mobile sensing framework to provide EMA and inter-
vention services based on reinforcement learning tech-
niques, which significantly increased user engagement
in healthcare systems.

Gamification and Attraction: Gamifying the mHealth
sensing systems for providing entertainment would pro-
mote user engagement, as not only mobile sensing data
can be used as input for gamification [265] but also
mobile apps are excellent and prevailing mobile carriers
for pervasive entertainment [266]. In practice, gami-
fication strategies are widely applied in personalized
medicine systems to promote participation, such as self-
report data collection [267], [268] (e.g., setting the goals
of the game as the indices to be sensed), data preanal-
ysis on client [269] (e.g., pop-up windows asking the
user about the activity and status when the app detects
a sequence of abnormal indices), and health interven-
tion wrapping [270] (e.g., relaxing users via games).
Typically, Rabbi et al. [268] designed an app named

2)

SARA, which integrates gamified engagement strategies,
including contingent rewards, badges for completing
active health tasks, funny memes/gifs and life insights,
and health-related reminders or notifications.

2) Crowdsensing for Population Health: While gamifi-
cation could attract participants to engage PS and enable
personalized medicine for every participating individual, to
scale-up the coverage of health status monitoring for public
health purposes, participant recruitment with monetary incen-
tives has been frequently used [271] as the compensation to
participants’ concerns on costs and privacy.

1) Recruitment With Monetary Incentives: Monetary incen-
tivization is an intuitive way to quantify and equalize
participants’ efforts and benefits, though some volun-
tary CS activities also do exist. In practice, for research
or business purposes, mHealth professionals and insur-
ance companies may consider mHealth systems as tools
for groups of interests [272]. The monetary incen-
tives strategies can be further divided into categories
as platform-centric and user-centric methods [55]. The
platform-centric methods refer to that the allocation and
adjustment of incentives are charged by the organizers.
For example, based on game theory [273], the orga-
nizers can lead the task and adjust the strategies by
measuring the individual/overall performance of the par-
ticipants [274]. The user-centric methods are mostly
conducted in an auction manner, where participants bid
for the tasks published, and the participants with the low-
est bids are dynamically paid to complete the sensing
tasks [275].

In addition to the above incentive models, there are some
works focusing on the participant selection and incentive allo-
cation problems [54], [58], [59], [231], [232], [276]-[278]
under certain budgets and data collection objec-
tives/constraints, since sometimes too straightforward
incentive allocation may lead to biased selection and low
retention rate in recruited populations [279]. Specifically,
Xiong et al. [59], [276]-[278] proposed several participant
recruitment strategies for MCS in either online or offline
manners. Wang et al. [231], [232] studied the problem of
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participant recruitment and task/incentive allocation in the
context of multitasking, where incentives are allocated to the
same pool of potential participants for multiple tasks with
shared budgets, via hierarchical data collection objectives. The
same group of researchers also studied to collect population
health-related data from large crowds with nonmonetary
incentives in practice [66], [280].

B. Design and Implementation Issues in Health Surveillance
and Data Collection

In health surveillance and data collection, for data qual-
ity, sensing schemes and data gathering approaches are the
main D&I issues. As shown in Fig. 7, in mHealth Sensing
data collection, either it requires widespread hardware/media
(e.g., social network) with pervasive coverage for popula-
tion health, or more dedicated devices (e.g., portable medical
devices) for granularity and professionalism in personalized
medicine, though in most cases they share some pervasive
sensing technologies (e.g., smartphone and wearable sensing).
Also, besides varying sensing schemes, several specific trails,
surveys, and evaluation approaches mostly considered in the
CS paradigm are discussed in this phase.

1) Personal Sensing for Personalized Medicine: Though
the two paradigms sometimes adopt common sensing schemes
(e.g., wearable devices and mobile devices shown in Fig. 7)
under some circumstances, for the objectives on numerical
accuracy and longitudinal coverage, the sensing schemes in
PS practices are more granularity oriented.

1) Granularity-Oriented Sensing Schemes: To accurately
monitor user physical/environmental dynamics in a
timely manner, some dedicated and intensive sensors
deployed in medical devices are commonly used in
PS practices, such as mobile fall detection devices for
elderly care in living scenarios [281]-[283] and inten-
sive location/maneuvers monitoring devices in hospital
scenarios [284], [285], which are equipped with radar.
For example, Fang et al. [286], [287] purposely embed-
ded the radio sensor into wearable devices as a powerful
sensing modality to provide whole-body activity and
vital sign monitoring in a clinical context , which serves
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as an example that specialized sensing schemes provide
richer function in PS scenarios.

2) Crowdsensing for Population Health: To broadly collect
health-related data with guarantees of population coverage and
data fidelity, in CS practice, the specific sensing systems D&I
issues lie in coverage-oriented sensing schemes (for population
coverage), trials, surveys, and evaluations (for data collection
efficiency and fidelity).

1) Coverage-Oriented Sensing Schemes: In CS practices,
though many sensing schemes are the same as those
used in the PS systems as shown in Fig. 7, in order
to enable the system to be used in a larger popu-
lation coverage, ubiquitous sensing schemes are pre-
vailing in CS practices, such as social media (e.g.,
Facebook and Twitter) [288] and large-scale human
mobility data, which is not gathered dedicatedly for
health-related purposes [87], [289]. For instance, De
Choudhury et al. [290], [291] used passive sensed data
from social medias to measure and predict depression
in populations, even further to discover shifts to suicidal
tendency from content in Reddit [292].

2) Trials, Surveys, and Evaluations: In the CS data collec-
tion process, it is essential to motivate participants to
keep uploading sensing data with efficiency and fidelity.
Typically, trail and survey schemes are for efficiency,
and data evaluation schemes are for fidelity. As for
trails and surveys, microrandomized trials (MRTSs) are
tools for maintaining and improving participants’ effi-
ciency by optimizing the combinations of incentives
(e.g., varying levels of monetary incentives, and virtual
rewards) [293]-[295]. As for evaluation schemes, they
are for enforcing data fidelity [296]. In specific, once a
new round of data is collected, but before accepting the
data as convincing, the data fidelity is estimated and only
convincing data is gathered; according to the estimation,
positive or negative feedback is given to participants to
reward/punish them in the following rounds. An intuitive
scheme, named truth discovery [297], is to let multiple
participants finish a same task to find the wrong-data
providers [298]. However, this repeated validation man-
ner cannot be adopted for health-related data collection,
since sensitive personal data can only be sensed by the
individual himself/herself. The trust framework [299] is
an alternative means to solve this. Some measurement
methods can be used to establish a credit rating measure-
ment system for participants, and implement different
acceptance of data contributed by users with different
credits, and varied tasks and incentives are dynami-
cally allocated to enforce participants’ performance in
the following sensing rounds [300], [301].

C. Design and Implementation Issues in Data Analysis and
Knowledge Discovery

With respect to detailed sensing objectives listed in
Section III-C, we one-by-one discuss the detail systems D&I
issues in this section. Generally, data analysis in personalized
medicine practices mostly classify and predict the health status
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and progression via longitudinal data precisely collected from
individuals; while, for the population health objective, data
analysis is mainly to regress and discover the health deter-
minants leveraging data ubiquitously collected among large
groups.

1) Personal Sensing for Personalized Medicine: In PS, Data
Analysis & Knowledge Discovery serves to mine collected raw
data to realize health status recognition or health progression
predictions.

1) Health Status Recognition and Interventions: As shown
in Fig. 8(a), according to different health status, the PS
systems could deliver varying interventions as health-
care services for users. What is more, the systems
can further recognize users’ following status for mea-
surement of the interventions’ effectiveness to refine
the strategies and suit the users [302], [303]. As

and screen status), digital physical and environmental
biomarkers (e.g., places, ambient noises, and app usages)
can be extracted [314], [315]. Then, personal health sta-
tus modeling and prediction models analyze individuals’
clinical status and predict health outcomes and progres-
sions with consideration of longitudinal data, both cur-
rent and historical. For instance, in the machine learning
era, feature embedding and deep learning techniques are
good tools to solve the challenges in multidimensional
pathogenic factors and long-term disease progression;
specifically, feature embedding techniques (e.g., graph
embedding) automatically learn and extract influen-
tial features [316], and deep learning models (e.g.,
RNNs and GNNs) could serve as predictors with great
performance in dynamically capturing patterns in tem-
poral and other dimensions [237], [238], [317].

for implementations, activity recognition approaches 2) Crowdsensing for Population Health: We discuss two
are helpful for health status modeling and recogni- typical applications (i.e., population health status measure-
tion [304]-[306]. Okeye et al. [307], [308] proposed ment and health determinants discovery) to conclude D&I in
multiple-sensors-based activity recognition schemes by CS applications.

extracting knowledge from smart ambiences; and 1)
Triboan et al. [309]-[311] improved the activity recog-
nition methods to be applied in complex environments
in a more real-time and fine-grained manner. Besides,
MRTs [312] are ideal tools to deliver JITAI for patients.
As stated in Section IV-B, the analogous to the designs
of MRTs in improving the effectiveness of interventions.
2) Health Outcomes and Progression Predictions: Due
to the fact that most health problems are determined
by multiple pathogenic factors and sometimes progress
slowly, it is not trivial for conventional clinical methods
to effectively predict health outcomes and progressions
via sparse clinical records [313]. PS data provide rich
personalized information to model the health status of
the user and predict his/her future health outcomes
and progressions. As shown in Fig. 8(a), after collect-
ing raw data (e.g., GPS location, microphone signal,
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Population Health Monitoring and Assessments:
Intuitively, as shown in Fig. 8(b), once sensing tasks
among a group of users are adopted, organizers can
scan the clinical status among populations and achieve
assessment of population status. Furthermore, in the
population assessment models, some techniques (i.e.,
transfer learning [318]) inspired by some character-
istics of population health problems, such as spatial
correlation, help achieve low-error surveys of the entire
target group by only monitoring a subset of users. For
example, to investigate a large group of people, such
as the citizens of a country, Chen ef al. [66] studied
and indicated spatiotemporal correlation of neighboring
regions and proposed to do data inference for the whole
map with limited region samples, which gives insights
in operating population health monitoring in a CS
manner.
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TABLE III
SUMMARY OF TWO TAXONOMY SYSTEMS FOR MHEALTH PS AND CS

Sensing Objectives (System I)

Sensing Paradigms and D&Is (System II)

Personalized Medicine

Population Health

Personal Sensing Crowd Sensing

Sensing . .. . ..
. Service provision Recruitment provision
Task Creation - . . .
& for personalized for population
Ce medicine seekers health participants
Participation

Improving user engagement
via clinical health services,
gamification and attractions

Extra motivating participants’
performance via recruitment
with monetary incentives

More focusing on data
precision and longitudinal
coverage coverage

Health Surveillance
&

More focusing on data
fidelity and population

Using granularity-oriented
sensing schemes

Using coverage-oriented
sensing schemes with trails,

Data Collection Privacy & Security and Resources Consumption

surveys, and evaluations

Pursuing depth and

Improving mHealth coverage of health

accuracy in risk

Data Analysis prediction and precision

monitoring in communities

Leveraging health outcomes
and progressions predictions,
and health status recognition

Leveraging population health
assessment and health
determinants discovery

& . Lo . and statistical power
in predictive interventions
Knowledge of mHealth approaches
Discovery Risks and Ethical Issues

and interventions

2) Health Determinants Discovery: As shown in Fig. 8(c),
the sensing systems D&I issues on mHealth sensing
systems for population health determinants discovery
may differ. Specifically, in clinical practices, especially
for mental health and chronic illness, with prior knowl-
edge, such as clinical diagnosis and EMA, organizers
massively collecting multimodal data from participants
and analyze population patterns among participants’
biomarkers and clinical diagnosis to understand health
determinants; finally, population knowledge serves as
feedback, which benefits to the participants themselves
(for health-related interests), organizers, and researchers
(for knowledge about the health issues). From the imple-
mentation perspective, large-scale data analysis methods
give insights on population health knowledge discov-
ery (e.g., inference and understanding) from CS data.
For instance, machine learning methods such as clus-
tering algorithms are widely used to classify individ-
uals into groups according to common health-related
patterns [319]. Statistical methods, such as statisti-
cal inference, are also promising confirmatory tools
for understanding and inference on clinical conclusion,
which, compared to machine learning, is commonly
leveraged by medical scientists since it is a hypothesis-
driven and more interpretable method [320]. For exam-
ple, Boukhechba et al. [87] used social interaction
anxiety scale (SIAS) correlation analysis to understand
how social anxiety symptoms manifest in the daily lives
of college students. Huang et al. [7] operated a least
absolute shrinkage and selection operator (LASSO) lin-
ear regression model to infer the causal relationship
between mental health disorders and location semantics.

In addition to the above issues, the sparsity, bias, and insuffi-
cient coverage of collected data, in terms of either surveillance
time or the number of human subjects, due to the privacy
controls and other concerns, requires more efforts in sensing
systems design and implementation [25], [321], [322].

V. FUTURE DIRECTIONS

In this work, we reviewed the applications and systems of
PS and CS for personalized medicine and population health,

respectively, and proposed two taxonomy systems for mHealth
Sensing systems from the perspectives of “sensing objectives”
and “sensing systems D&I”. Here, we summarize the two tax-
onomy systems in Table III. In future work, we would be
looking forward to research in the following directions.

A. Sensors and Sensing Platforms

Innovations in sensors and sensing platforms have driven
the advances of mHealth Sensing. For example, over the
past decade, GPS embedded in cell phones has enabled per-
vasive location-based services and related platforms, which
provided new insights on understanding health issues by mon-
itoring human mobility and behavior [41]. Similarly, we see
tremendous potential for leveraging recent advancements in
recent smartphone-embedded sensors (e.g., TrueDepth sen-
sor' deployed in the iPhone, Radar sensor embedded in the
Google’s Pixel,> and mobile biosensors for blood oxygen,
skin, etc.) to design the next generation of mHealth sens-
ing. A promising direction would be related to the design of
novel sensors and related sensing platforms to enable better
health management systems. For example, mobile radar can
be creatively used to improve the precision of body vibration
recognition, which has good application prospects, especially
in at-home elderly care scenarios.

B. Data Limitation and Data Fidelity

In terms of the data collected in mHealth practices, data lim-
itation and data fidelity are still problems hindering research
progress. To be specific, from the perspective of partici-
pation, mHealth studies are usually small and adherence is
a consistent challenge that can cause the collected data to
be not sufficient enough to verify the conclusions. As for
the data collection process, imperfect data collection caused
by different user habits, and sensors’ manufacturer, model,
version, and sampling rate commonly exists [323], [324], caus-
ing discontinuous collected data. Furthermore, participants’

TAbout Face ID
us/HT208108.

2Google’s Pixel 4 will include a radar sensor—here is why that could mat-
ter for health, https://www.mobihealthnews.com/news/north-america/googles-
pixel-4-will-include-radar-sensor-heres-why-could-matter-health.

advanced technology, ttps://support.apple.com/en-
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misoperation or nonadherence would lead to biased/error data
gathering and false health conclusions [325]. In terms of data
analysis, inevitable missing data problem causes difficulties
in data analysis. Due to the limitation of the model, many
missing data fragments can only be cut off. Thus, works
focused at investigating novel mechanisms for improving par-
ticipants’ engagement are still needed. We believe that research
in enhancing user-experience design and improving incentive
strategies are crucial. Furthermore, advances in data imputa-
tion and embedding methods tailored to mHealth studies are
needed to mitigate the impact of heterogeneous mHealth data.

C. Privacy and Security Preserving for mHealth

Note that privacy and security have been widely studied
in medical IoTs or medical CPSs [162], [163], [167]-[169],
[326], [327]. Compared to medical IoTs or medical CPSs
deployed at homes or professional clinics, the mHealth sens-
ing systems leveraging the sensors embedded in ubiquitous
mobile devices make the privacy and security issues even
more complicated. Moreover, the lack of privacy and secu-
rity protection is still a challenging obstacle that affects users’
willingness of participation and engagement in mHealth sens-
ing. To secure the personal health data from potential leakages,
encryption techniques [328] could be used and optimized
for mHealth data management. Additionally, privacy protec-
tion that controls the access of mobile apps to some critical
information [329], [330] is also required to scale-up mHealth
in societies. In this way, mobile developers should frequently
develop and update the applications with user verification as
needed to minimize data access. Thus, a unified and integrated
approach, combining the data security and privacy controls
subject to the principle of least privilege [331], [332] for
mHealth sensing, might be a promising direction for future
research.

D. Risks and Ethical Issues in Human-Subject Studies

mHealth research is heavily based on human-subject studies
where human are actively being involved in the data collection,
data analysis, and information disclosures, causing potential
risks and ethical issues. Though some works have been done in
software development and data science domains [333], [334],
this topic is still understudied. While clinical medical practices
pay significant attention to risk analysis and ethical princi-
ples [335], the risk analysis and ethical issues in mHealth
area are not properly studied and addressed [258], [259]. For
example, while medical records and conclusions are drawn
under highly professional processes and stored separately by
hospitals’ databases with strict rules for sharing, the measure-
ments and decisions in mHealth practices may not be as strictly
conducted [257]. Truly, some mHealth sensing systems, such
as sensus [4], already include protocol certification and eth-
ical review components in the system to monitor the whole
life cycles of mHealth CS. In the future, scientific study,
protocol management, risk analysis, ethical review, and even
prescription management [336] criteria and techniques should
be further studied, especially for commercially used mHealth
sensing systems.
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VI. LIMITATIONS AND CONCLUSION

The mHealth sensing is a practical approach in the mod-
ern healthcare domain, which is being widely used for the
objectives on either: 1) personalized medicine for individ-
uals or 2) public health for populations. In this work, we
reviewed and summarized mHealth sensing systems deployed
over smartphones and commodity ubiquitous devices. Though
there are many methods for reporting systematic reviews (e.g.,
PRISMA [337]), in this article, our review method is mainly
intuition driven and vision based. We have covered more
than 300 papers, and have proposed new taxonomy systems
that summarize and categorize existing works in two sens-
ing paradigms (i.e., Personal and CS) and three stages of the
mHealth sensing life cycles in detail.

Also, though we have tried our best to cover the important
works in this area and related fields, this survey is still with
several limitations. For example, this work did not include pro-
fessional medical systems for medicare/rehabilitation/assisted
living purposes, such as medical sensors [153]-[156], Internet
of Medical Things (Medical IoTs) and Medical Cyber-
Physical Systems (Medical CPSs) [157]-[174], and medical
robots [175]-[178]. Furthermore, there have been a number
of great works surveying or reviewing this area and related
fields [1], [44], [107], [140], [216], [222], [224], [225], [234],
[259], [273], [285], [296], [338]-[342], while we have not
compared our taxonomy systems with these works.

To systematically summarize the existing studies and iden-
tify the potential directions in this emerging research domain,
this work actually presents two novel taxonomy systems from
two major perspectives [i.e., sensing objectives and sensing
paradigms and Designs and Implementations (D&Is)] that can
specify and classify apps/systems from steps in the life cycles
of mHealth sensing: 1) sensing task creation and participation;
2) health surveillance and data collection; and 3) data anal-
ysis and knowledge discovery. By discussing the real-world
mHealth sensing apps/systems within the proposed taxonomy
systems, most of the research problems in mHealth sensing
can be formally classified, and several future research direc-
tions are pointed out, targeting to provide structural knowledge
and insightful ideas and guidance for researchers in the related
field.

REFERENCES

[1] N. D. Lane, E. Miluzzo, H. Lu, D. Peebles, T. Choudhury, and
A. T. Campbell, “A survey of mobile phone sensing,” IEEE Commun.
Mag., vol. 48, no. 9, pp. 140-150, Sep. 2010.

[2] D. Puccinelli and M. Haenggi, “Wireless sensor networks: Applications
and challenges of ubiquitous sensing,” IEEE Circuits Syst. Mag., vol. 5,
no. 3, pp. 19-31, 2005.

[3] D. C. Mohr, M. Zhang, and S. M. Schueller, “Personal sensing:
Understanding mental health using ubiquitous sensors and machine
learning,” Annu. Rev. Clin. Psychol., vol. 13, pp. 23-47, May 2017.

[4] H. Xiong, Y. Huang, L. E. Barnes, and M. S. Gerber, “Sensus: A cross-
platform, general-purpose system for mobile crowdsensing in human-
subject studies,” in Proc. ACM Int. Joint Conf. Pervasive Ubiquitous
Comput., 2016, pp. 415-426.

[5] 1. Perez-Pozuelo, D. Spathis, E. A. Clifton, and C. Mascolo,
“Wearables, smartphones, and artificial intelligence for digital pheno-
typing and health,” in Digital Health: Mobile and Wearable Devices
for Participatory Health Applications. Amsterdam, The Netherlands:
Elsevier, 2021, pp. 33-54.

Authorized licensed use limited to: University of Nantes. Downloaded on July 06,2023 at 08:32:34 UTC from IEEE Xplore. Restrictions apply.



15426

[6]

(71

(8]

[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]
[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

R. Yan and A. Doryab, “Towards a computational framework for auto-
mated discovery and modeling of biological rhythms from wearable
data streams,” in Proc. SAI Intell. Syst. Conf., 2021, pp. 643-661.

Y. Huang et al., “Assessing social anxiety using GPS trajectories
and point-of-interest data,” in Proc. ACM Int. Joint Conf. Pervasive
Ubiquitous Comput., 2016, pp. 898-903.

J. C. Sieverdes, F. Treiber, C. Jenkins, and K. Hermayer, “Improving
diabetes management with mobile health technology,” Proc. Amer. J.
Med. Sci., vol. 345, no. 4, pp. 289-295, 2013.

T. Choudhury et al., “The mobile sensing platform: An embedded
activity recognition system,” IEEE Pervasive Comput., vol. 7, no. 2,
pp. 32-41, Apr.—Jun. 2008.

N. D. Lane et al., “BeWell: A smartphone application to monitor,
model and promote wellbeing,” in Proc. 5th Int. ICST Conf. Pervasive
Comput. Technol. Healthcare, vol. 10, 2011, pp. 1-8.

M. Rabbi, S. Ali, T. Choudhury, and E. Berke, “Passive and in-situ
assessment of mental and physical well-being using mobile sensors,”
in Proc. 13th Int. Conf. Ubiquitous Comput., 2011, pp. 385-394.

A. Sathyanarayana et al., “Sleep quality prediction from wearable data
using deep learning,” JMIR mHealth uHealth, vol. 4, no. 4, p. €125,
2016.

G. C.-L. Hung, P.-C. Yang, C.-C. Chang, J.-H. Chiang, and Y.-Y. Chen,
“Predicting negative emotions based on mobile phone usage patterns:
An exploratory study,” JMIR Res. Protocols, vol. 5, no. 3, p. €160,
2016.

S. Servia-Rodriguez, K. K. Rachuri, C. Mascolo, P. J. Rentfrow,
N. Lathia, and G. M. Sandstrom, “Mobile sensing at the service of
mental well-being: A large-scale longitudinal study,” in Proc. 26th Int.
Conf. World Wide Web, 2017, pp. 103-112.

J. Evans et al., “Remote health monitoring for older adults and those
with heart failure: Adherence and system usability,” Telemed. e-Health,
vol. 22, no. 6, pp. 480488, 2016.

R. Basatneh, B. Najafi, and D. G. Armstrong, “Health sensors, smart
home devices, and the Internet of Medical Things: An opportunity for
dramatic improvement in care for the lower extremity complications of
diabetes,” J. Diabetes Sci. Technol., vol. 12, no. 3, pp. 577-586, 2018.
I. Nahum-Shani et al., “Just-in-time adaptive interventions (JITAIS)
in mobile health: Key components and design principles for ongo-
ing health behavior support,” Ann. Behav. Med., vol. 52, no. 6,
pp. 446462, 2018.

A. Mosenia, S. Sur-Kolay, A. Raghunathan, and N. K. Jha, “Wearable
medical sensor-based system design: A survey,” IEEE Trans. Multi-
Scale Comput. Syst., vol. 3, no. 2, pp. 124-138, Apr.—Jun. 2017.

S. R. Steinhubl, E. D. Muse, and E. J. Topol, “Can mobile health
technologies transform health care?” J. Amer. Med. Assoc., vol. 310,
no. 22, pp. 2395-2396, 2013.

S. Mukhopadhyay and O. A. Postolache, Pervasive and Mobile Sensing
and Computing for Healthcare: Technological and Social Issues. Cham,
Switzerland: Springer, 2014.

U. Varshney, “Mobile health: Four emerging themes of research,”
Decis. Support Syst., vol. 66, pp. 20-35, Oct. 2014.

S. Adibi, Mobile Health: A Technology Road Map, vol. 5. Cham,
Switzerland: Springer, 2015.

R. Pryss, “Mobile crowdsensing in healthcare scenarios: Taxonomy,
conceptual pillars, smart mobile crowdsensing services,” in Digital
Phenotyping and Mobile Sensing. Cham, Switzerland: Springer, 2019,
pp. 221-234.

Y.-T. Park, “Emerging new era of mobile health technologies,”
Healthcare Inform. Res., vol. 22, no. 4, p. 253, 2016.

M. Boukhechba, A. N. Baglione, and L. E. Barnes, “Leveraging mobile
sensing and machine learning for personalized mental health care,”
Ergon. Design, vol. 28, no. 4, pp. 18-23, 2020.

L. Huang, Y. Xu, X. Chen, H. Li, and Y. Wu, “Design and implemen-
tation of location based mobile health system,” in Proc. 4th Int. Conf.
Comput. Inform. Sci., 2012, pp. 919-922.

D. Kelly and B. Caulfield, “An investigation into non-invasive physical
activity recognition using smartphones,” in Proc. Annu. Int. Conf. IEEE
Eng. Med. Biol. Soc., 2012, pp. 3340-3343.

S. H. Almotiri, M. A. Khan, and M. A. Alghamdi, “Mobile health
(m-Health) system in the context of 10T,” in Proc. IEEE 4th Int. Conf.
Future Internet Things Cloud Workshops (FiCloudW), 2016, pp. 39-42.
A. Lorenz and R. Oppermann, “Mobile health monitoring for the
elderly: Designing for diversity,” Pervasive Mobile Comput., vol. 5,
no. 5, pp. 478495, 2009.

P. R. Sama, Z. J. Eapen, K. P. Weinfurt, B. R. Shah, and
K. A. Schulman, “An evaluation of mobile health application tools,”
JMIR mHealth uHealth, vol. 2, no. 2, p. el9, 2014.

IEEE INTERNET OF THINGS JOURNAL, VOL. 9, NO. 17, 1 SEPTEMBER 2022

[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

[48]

[49]

[50]

[51]

[52]

[53]

[54]

[55]

D. Chernichovsky and A. A. Leibowitz, “Integrating public health and
personal care in a reformed us health care system,” Amer. J. Public
Health, vol. 100, no. 2, pp. 205-211, 2010.

C. Carlsten ef al., “Genes, the environment and personalized medicine:
We need to harness both environmental and genetic data to maximize
personal and population health,” EMBO Rep., vol. 15, no. 7,
pp. 736-739, 2014.

J. L. Mega, M. S. Sabatine, and E. M. Antman, “Population and per-
sonalized medicine in the modern era,” J. Amer. Med. Assoc., vol. 312,
no. 19, pp. 1969-1970, 2014.

A. Shaban-Nejad, M. Michalowski, and D. L. Buckeridge, “Health
intelligence: How artificial intelligence transforms population and
personalized health,” NPJ Digit. Med., vol. 1, p. 53, Oct. 2018.

K. K. Jain, “Personalized medicine,” Current Opin. Mol. Ther., vol. 4,
no. 6, pp. 548-558, 2002.

O. Amft, J. Favela, S. S. Intille, M. Musolesi, and V. Kostakos,
“Personalized pervasive health,” IEEE Pervasive Comput., vol. 19,
no. 3, pp. 11-13, Jul.—Sep. 2020.

D. A. DeWalt, N. D. Berkman, S. Sheridan, K. N. Lohr, and
M. P. Pignone, “Literacy and health outcomes,” J. Gen. Internal Med.,
vol. 19, no. 12, pp. 1228-1239, 2004.

D. Kindig and G. Stoddart, “What is population health?” Amer. J.
Public Health, vol. 93, no. 3, pp. 380-383, 2003.

D. Callahan, “The WHO definition of ‘health,”” Hastings Center Stud.,
vol. 1, no. 3, pp. 77-87, 1973.

M. M. Rahman, V. Nathan, E. Nemati, K. Vatanparvar, M. Ahmed, and
J. Kuang, “Towards reliable data collection and annotation to extract
pulmonary digital biomarkers using mobile sensors,” in Proc. 13th EAI
Int. Conf. Pervasive Comput. Technol. Healthcare, 2019, pp. 179-188.
Y. Zhang, F. Xu, T. Li, V. Kostakos, P. Hui, and Y. Li, “Passive
health monitoring using large scale mobility data,” Proc. ACM Interact.
Mobile Wearable Ubiquitous Technol., vol. 5, no. 1, pp. 1-23, 2021.
Q. Hao, L. Chen, F. Xu, and Y. Li, “Understanding the urban pan-
demic spreading of COVID-19 with real world mobility data,” in
Proc. 26th ACM SIGKDD Int. Conf. Knowl. Disc. Data Min., 2020,
pp. 3485-3492.

H. Lin, J. Shao, C. Zhang, and Y. Fang, “CAM: Cloud-assisted pri-
vacy preserving mobile health monitoring,” IEEE Trans. Inf. Forensics
Security, vol. 8, pp. 985-997, 2013.

X. Zhang et al., “Incentives for mobile crowd sensing: A survey,” IEEE
Commun. Surveys Tuts., vol. 18, no. 1, pp. 54-67, 1st Quart., 2016.
B. Wagner et al., “E-Wrapper: Operationalizing engagement strate-
gies in mhealth,” in Proc. ACM Int. Joint Conf. Pervasive Ubiquitous
Comput. ACM Int. Symp. Wearable Comput., 2017, pp. 790-798.
J.-H. Huh, “Big data analysis for personalized health activi-
ties: Machine learning processing for automatic keyword extraction
approach,” Symmetry, vol. 10, no. 4, p. 93, 2018.

J. Liu, H. Cao, Q. Li, F. Cai, X. Du, and M. Guizani, “A large-scale con-
current data anonymous batch verification scheme for mobile healthcare
crowd sensing,” IEEE Internet Things J., vol. 6, no. 2, pp. 1321-1330,
Apr. 2019.

D. Zhang, L. Wang, H. Xiong, and B. Guo, “4W1H in mobile crowd
sensing,” IEEE Commun. Mag., vol. 52, no. 8, pp. 42-48, Aug. 2014.
J. E. Bardram, “The CAMS esense framework: Enabling earable com-
puting for mHealth apps and digital phenotyping,” in Proc. Ist Int.
Workshop Earable Comput., 2019, pp. 3-7.

T. Hao, G. Xing, and G. Zhou, “iSleep: Unobtrusive sleep quality mon-
itoring using smartphones,” in Proc. 11th ACM Conf. Embedded Netw.
Sens. Syst., 2013, pp. 1-14.

S. Abdullah and T. Choudhury, “Sensing technologies for monitoring
serious mental illnesses,” IEEE MultiMedia, vol. 25, no. 1, pp. 61-75,
Jan.—Mar. 2018.

F. Wahle, T. Kowatsch, E. Fleisch, M. Rufer, and S. Weidt, “Mobile
sensing and support for people with depression: A pilot trial in the
wild,” JMIR mHealth uHealth, vol. 4, no. 3, p. el 11, 2016.

S. Leao and P. Izadpahani, “Factors motivating citizen engagement in
mobile sensing: Insights from a survey of non-participants,” J. Urban
Technol., vol. 23, no. 4, pp. 85-103, 2016.

H. Xiong, D. Zhang, Z. Guo, G. Chen, and L. E. Barnes, “Near-optimal
incentive allocation for piggyback crowdsensing,” IEEE Commun.
Mag., vol. 55, no. 6, pp. 120-125, Jun. 2017.

L. G. Jaimes and R. Steele, “Incentivization for health crowd-
sensing,” in Proc. IEEE 15th Int. Conf. Dependable Auton.
Secure Comput. 15th Int. Conf. Pervasive Intell. Comput. 3rd
Int. Conf. Big Data Intell. Comput. Cyber Sci. Technol. Congr.
(DASC/PiCom/DataCom/CyberScilech), 2017, pp. 139-146.

Authorized licensed use limited to: University of Nantes. Downloaded on July 06,2023 at 08:32:34 UTC from IEEE Xplore. Restrictions apply.



WANG et al.: FROM PERSONALIZED MEDICINE TO POPULATION HEALTH

[56]

[57]

[58]

[59]

[60]

[61]

[62]

[63]

[64]

[65]

[66]

[67]

[68]

[69]

[70]

[71]

[72]

[73]

[74]

[75]

[76]

[77]

[78]

[79]

S. Saeb et al., “Mobile phone sensor correlates of depressive symptom
severity in daily-life behavior: An exploratory study,” J. Med. Internet
Res., vol. 17, no. 7, p. el75, 2015.

W. Wilkowska and M. Ziefle, “Privacy and data security in e-Health:
Requirements from the user’s perspective,” Health Inform. J., vol. 18,
no. 3, pp. 191-201, 2012.

L. Wang, D. Zhang, and H. Xiong, “EffSense: Energy-efficient
and cost-effective data uploading in mobile crowdsensing,” in Proc.
ACM Conf. Pervasive Ubiquitous Comput. Adjunct Publ., 2013,
pp. 1075-1086.

H. Xiong, D. Zhang, L. Wang, and H. Chaouchi, “EMC3: Energy-
efficient data transfer in mobile crowdsensing under full coverage con-
straint,” IEEE Trans. Mobile Comput., vol. 14, no. 7, pp. 1355-1368,
Jul. 2015.

E. Bertino, “Data security and privacy: Concepts, approaches, and
research directions,” in Proc. IEEE 40th Annu. Comput. Softw. Appl.
Conf. (cOMPSAc), vol. 1, 2016, pp. 400-407.

U.-V. Albrecht, “Transparency of health-apps for trust and decision
making,” J. Med. Internet Res., vol. 15, no. 12, p. €277, 2013.

K. G. Giota and G. Kleftaras, “Mental health apps: Innovations, risks
and ethical considerations,” E-Health Telecommun. Syst. Netw., vol. 3,
no. 3, pp. 19-23, 2014.

M. Sharp and D. O’Sullivan, “Mobile medical apps and mHealth
devices: A framework to build medical apps and mhealth devices
in an ethical manner to promote safer use—A literature review,”
in Informatics for Health: Connected Citizen-Led Wellness and
Population Health. Amsterdam, The Netherlands: I0S Press, 2017,
pp- 363-367.

M. Rabbi, A. Pfammatter, M. Zhang, B. Spring, and T. Choudhury,
“Automated personalized feedback for physical activity and dietary
behavior change with mobile phones: A randomized controlled trial
on adults,” JMIR mHealth uHealth, vol. 3, no. 2, p. e42, 2015.

G. Agapito et al., “DIETOS: A recommender system for adaptive diet
monitoring and personalized food suggestion,” in Proc. IEEE 12th
Int. Conf. Wireless Mobile Comput. Netw. Commun. (WiMob), 2016,
pp. 1-8.

D. Chen, J. Wang, W. Ruan, Q. Ni, and S. Helal, “Enabling cost-
effective population health monitoring by exploiting spatiotemporal
correlation: An empirical study,” ACM Trans. Comput. Healthcare,
vol. 2, no. 2, pp. 1-19, 2021.

S. Leigh and L. Ashall-Payne, “The role of health-care providers in
mHealth adoption,” Lancet Digit. Health, vol. 1, no. 2, pp. e58—e59,
2019.

F. V. Paulovich, M. C. F. De Oliveira, and O. N. Oliveira, Jr., “A future
with ubiquitous sensing and intelligent systems,” ACS Sens., vol. 3,
no. 8, pp. 1433-1438, 2018.

R. K. Ganti, F. Ye, and H. Lei, “Mobile crowdsensing: Current state and
future challenges,” IEEE Commun. Mag., vol. 49, no. 11, pp. 32-39,
Nov. 2011.

J. Zhu, P. Wu, X. Wang, and J. Zhang, “SenSec: Mobile security
through passive sensing,” in Proc. Int. Conf. Comput. Netw. Commun.
(ICNC), 2013, pp. 1128-1133.

N. B. Belloc and L. Breslow, “Relationship of physical health status and
health practices,” Preventive Med., vol. 1, no. 3, pp. 409421, 1972.
M. P. Manary, W. Boulding, R. Staelin, and S. W. Glickman, “The
patient experience and health outcomes,” New England J. Med.,
vol. 368, no. 3, pp. 201-203, 2013.

M. Marmot and R. Wilkinson, Social Determinants of Health. Oxford,
U.K.: Oxford Univ. Press, 2005.

“Mental Health: Strengthening Our Response.” 2018. [Online].
Available:  https://www.who.int/news-room/fact-sheets/detail/mental-
health-strengthening-our-response

N. S. Jacobson, L. J. Roberts, S. B. Berns, and J. B. McGlinchey,
“Methods for defining and determining the clinical significance of
treatment effects: Description, application, and alternatives,” J. Consult.
Clin. Psychol., vol. 67, no. 3, p. 300, 1999.

M. C. Weinstein et al., Cost-Effectiveness in Health and Medicine.
Oxford, U.K.: Oxford Univ. Press, 1996.

P. G. Smith, R. H. Morrow, and D. A. Ross, “Types of intervention and
their development,” in Field Trials of Health Interventions: A Toolbox,
3rd ed. Oxford, U.K.: Oxford Univ. Press, 2015.

L. M. Babrak et al., “Traditional and digital biomarkers: Two worlds
apart?” Digit. Biomarkers, vol. 3, no. 2, pp. 92-102, 2019.

J. Asselbergs, J. Ruwaard, M. Ejdys, N. Schrader, M. Sijbrandij,
and H. Riper, “Mobile phone-based unobtrusive ecological momen-
tary assessment of day-to-day mood: An explorative study,” J. Med.
Internet Res., vol. 18, no. 3, p. €72, 2016.

[80]

[81]

[82]

[83]

[84]

[85]

[86]

[87]

[88]

[89]

[90]

[91]

[92]

[93]

[94]

[95]

[96]

[97]

[98]

[99]

[100]

[101]

15427

R. S. Mclntyre et al., “Ecological momentary assessment of depres-
sive symptoms using the mind.me application: Convergence with the
patient health questionnaire-9 (PHQ-9),” J. Psychiatr. Res., vol. 135,
pp. 311-317, Mar. 2021.

E. Anthes, “Mental health: There’s an app for that,” Nat. News,
vol. 532, no. 7597, p. 20, 2016.

J. M. Marshall, D. A. Dunstan, and W. Bartik, “Clinical or gimmickal:
The use and effectiveness of mobile mental health apps for treating
anxiety and depression,” Aust. New Zealand J. Psychiat., vol. 54, no. 1,
pp. 20-28, 2020.

E. Rey, A. Jain, S. Abdullah, T. Choudhury, and D. Erickson,
“Personalized stress monitoring: A smartphone-enabled system for
quantification of salivary cortisol,” Personal Ubiquitous Comput.,
vol. 22, no. 4, pp. 867-877, 2018.

M. N. Burns et al., “Harnessing context sensing to develop a mobile
intervention for depression,” J. Med. Internet Res., vol. 13, no. 3, p. €55,
2011.

V. W.-S. Tseng, N. Valliappan, V. Ramachandran, T. Choudhury, and
V. Navalpakkam, “Digital biomarker of mental fatigue,” NPJ Digit.
Med., vol. 4, no. 1, pp. 1-5, 2021.

P. I. Chow et al., “Using mobile sensing to test clinical models of
depression, social anxiety, state affect, and social isolation among
college students,” J. Med. Internet Res., vol. 19, no. 3, p. €62, 2017.

M. Boukhechba, Y. Huang, P. Chow, K. Fua, B. A. Teachman, and
L. E. Barnes, “Monitoring social anxiety from mobility and commu-
nication patterns,” in Proc. ACM Int. Joint Conf. Pervasive Ubiquitous
Comput. ACM Int. Symp. Wearable Comput., 2017, pp. 749-753.

W. Wang et al, “Social sensing: Assessing social functioning of
patients living with schizophrenia using mobile phone sensing,” in
Proc. Conf. Human Factors Comput. Syst., 2020, pp. 1-15.

R. Kraft et al., “Combining mobile crowdsensing and ecological
momentary assessments in the healthcare domain,” Front. Neurosci.,
vol. 14, p. 164, Feb. 2020.

N. Hussain-Shamsy, A. Shah, S. N. Vigod, J. Zaheer, and E. Seto,
“Mobile health for perinatal depression and anxiety: Scoping review,”
J. Med. Internet Res., vol. 22, no. 4, 2020, Art. no. el7011.

W. Gu, Z. Yang, L. Shangguan, W. Sun, K. Jin, and Y. Liu, “Intelligent
sleep stage mining service with smartphones,” in Proc. ACM Int. Joint
Conf. Pervasive Ubiquitous Comput., 2014, pp. 649-660.

J.-K. Min, A. Doryab, J. Wiese, S. Amini, J. Zimmerman, and
J. I. Hong, “Toss ‘N’ turn: Smartphone as sleep and sleep quality
detector,” in Proc. SIGCHI Conf. Human Factors Comput. Syst., 2014,
pp. 477-486.

B. Yu et al., “WiFi-sleep: Sleep stage monitoring using commodity Wi-
Fi devices,” IEEE Internet Things J., vol. 8, no. 18, pp. 13900-13913,
Sep. 2021.

P. Sharmila, V. Schroderus, E. Lagerspetz, and E. Peltonen, “Towards
understanding smartphone usage and sleep with a crowdsensing
approach,” in Proc. Adjunct ACM Int. Joint Conf. Pervasive Ubiquitous
Comput. ACM Int. Symp. Wearable Comput., 2020, pp. 700-703.

Y. Tahara et al., “Changes in sleep phase and body weight of mobile
health app users during COVID-19 mild lockdown in Japan,” Int. J.
Obesity, vol. 45, no. 10, pp. 2277-2280, 2021.

G. Cappon, G. Acciaroli, M. Vettoretti, A. Facchinetti, and
G. Sparacino, “Wearable continuous glucose monitoring sensors: A
revolution in diabetes treatment,” Electronics, vol. 6, no. 3, p. 65, 2017.
S. Puhr, M. Derdzinski, J. B. Welsh, A. S. Parker, T. Walker, and
D. A. Price, “Real-world hypoglycemia avoidance with a continuous
glucose monitoring system’s predictive low glucose alert,” Diabetes
Technol. Ther., vol. 21, no. 4, pp. 155-158, 2019.

R. J. Shaw et al., “Self-monitoring diabetes with multiple mobile health
devices,” J. Amer. Med. Inform. Assoc., vol. 27, no. 5, pp. 667-676,
2020.

G. Block et al., “Diabetes prevention and weight loss with a fully
automated behavioral intervention by Email, Web, and mobile phone:
A randomized controlled trial among persons with prediabetes,” J. Med.
Internet Res., vol. 17, no. 10, p. 4897, 2015.

J. H. Arens, W. Hauth, and J. Weissmann, “Novel app-and Web-
supported diabetes prevention program to promote weight reduction,
physical activity, and a healthier lifestyle: Observation of the clinical
application,” J. Diabetes Sci. Technol., vol. 12, no. 4, pp. 831-838,
2018.

F. Koehler et al., “Efficacy of telemedical interventional manage-
ment in patients with heart failure (TIM-HF2): A randomised, con-
trolled, parallel-group, unmasked trial,” Lancet, vol. 392, no. 10152,
pp. 1047-1057, 2018.

Authorized licensed use limited to: University of Nantes. Downloaded on July 06,2023 at 08:32:34 UTC from IEEE Xplore. Restrictions apply.



15428

[102]

[103]

[104]

[105]

[106]

[107]

[108]

[109]

[110]

[111]

[112]

[113]

[114]

[115]

[116]

[117]

[118]

[119]

[120]

[121]

[122]

[123]

N. S. Ali, Z. A. A. Alyasseri, and A. Abdulmohson, “Real-time heart
pulse monitoring technique using wireless sensor network and mobile
application,” Int. J. Electr. Comput. Eng., vol. 8, no. 6, pp. 5118-5126,
2018.

B. D. Ravichandran and P. Keikhosrokiani, “An emotional-persuasive
habit-change support mobile application for heart disease patients
(BeHabit),” in Proc. Int. Conf. Rel. Inf. Commun. Technol., 2020,
pp. 252-262.

M. B. D. Rosario et al., “Evaluation of an mHealth-based adjunct
to outpatient cardiac rehabilitation,” IEEE J. Biomed. Health Inform.,
vol. 22, no. 6, pp. 1938-1948, Nov. 2018.

K. Morawski er al., “Association of a smartphone application with
medication adherence and blood pressure control: The MediSAFE-
BP randomized clinical trial,” JAMA Internal Med., vol. 178, no. 6,
pp- 802-809, 2018.

H.-H. Hsu and C.-C. Chen, “Rfid-based human behavior modeling and
anomaly detection for elderly care,” Mobile Inf. Syst., vol. 6, no. 4,
pp. 341-354, 2010.

F. Zhou, J. R. Jiao, S. Chen, and D. Zhang, “A case-driven ambient
intelligence system for elderly in-home assistance applications,” IEEE
Trans. Syst., Man, Cybern. C, Appl. Rev., vol. 41, no. 2, pp. 179-189,
Mar. 2011.

S. H. Marakkalage et al., “Understanding the lifestyle of older popu-
lation: Mobile crowdsensing approach,” IEEE Trans. Comput. Social
Syst., vol. 6, no. 1, pp. 82-95, Feb. 2019.

Q. Lin, D. Zhang, X. Huang, H. Ni, and X. Zhou, “Detecting wandering
behavior based on GPS traces for elders with dementia,” in Proc. 12th
Int. Conf. Control Autom. Robot. Vis. (ICARCV), 2012, pp. 672-677.
K. Du, D. Zhang, X. Zhou, M. Mokhtari, M. Hariz, and W. Qin,
“Hycare: A hybrid context-aware reminding framework for elders with
mild dementia,” in Proc. Int. Conf. Smart Homes Health Telematics,
2008, pp. 9-17.

L. Meegahapola, S. Ruiz-Correa, and D. Gatica-Perez, “Alone or with
others? Understanding eating episodes of college students with mobile
sensing,” in Proc. 19th Int. Conf. Mobile Ubiquitous Multimedia, 2020,
pp. 162-166.

K. Wunsch et al., “Effects of a collective family-based mobile health
intervention called ‘smartfamily’ on promoting physical activity and
healthy eating: Protocol for a randomized controlled trial,” JMIR Res.
Protocols, vol. 9, no. 11, 2020, Art. no. e20534.

W. Schlee et al., “Measuring the moment-to-moment variability of tin-
nitus: The trackyourtinnitus smart phone app,” Front. Aging Neurosci.,
vol. 8, p. 294, Dec. 2016.

R. Pryss et al., “Applying machine learning to daily-life data from
the trackyourtinnitus mobile health crowdsensing platform to predict
the mobile operating system used with high accuracy: Longitudinal
observational study,” J. Med. Internet Res., vol. 22, no. 6, 2020,
Art. no. e15547.

M. Mehdi, D. Schwager, R. Pryss, W. Schlee, M. Reichert, and
F. J. Hauck, “Towards automated smart mobile crowdsensing for tin-
nitus research,” in Proc. IEEE 32nd Int. Symp. Comput. Based Med.
Syst. (CBMS), 2019, pp. 75-80.

R. Pryss, W. Schlee, B. Langguth, and M. Reichert, “Mobile crowd-
sensing services for tinnitus assessment and patient feedback,” in Proc.
IEEE Int. Conf. Al Mobile Services (AIMS), 2017, pp. 22-29.

T. Probst et al., “Does tinnitus depend on time-of-day? An eco-
logical momentary assessment study with the ‘TrackYourTinnitus’
application,” Front. Aging Neurosci., vol. 9, p. 253, Aug. 2017.

N. Sharma et al., “Coswara—A database of breathing, cough, and voice
sounds for COVID-19 diagnosis,” 2020, arXiv:2005.10548.

C. Brown et al., “Exploring automatic diagnosis of COVID-19 from
crowdsourced respiratory sound data,” in Proc. 26th ACM SIGKDD
Int. Conf. Knowl. Disc. Data Min., 2020, pp. 3474-3484.

J. Han et al., “Sounds of COVID-19: Exploring realistic performance
of audio-based digital testing,” 2021, arXiv:2106.15523.

H. C. Ates, A. K. Yetisen, F. Giider, and C. Dincer, “Wearable devices
for the detection of COVID-19,” Nat. Electron., vol. 4, no. 1, pp. 13-14,
2021.

K. H. Grantz et al., “The use of mobile phone data to inform analysis
of COVID-19 pandemic epidemiology,” Nat. Commun., vol. 11, no. 1,
p. 4961, 2020.

C. Xiong, S. Hu, M. Yang, W. Luo, and L. Zhang, “Mobile device
data reveal the dynamics in a positive relationship between human
mobility and COVID-19 infections,” Proc. Nat. Acad. Sci. United States
America, vol. 117, no. 44, pp. 27087-27089, 2020.

IEEE INTERNET OF THINGS JOURNAL, VOL. 9, NO. 17, 1 SEPTEMBER 2022

[124]

[125]

[126]

[127]

[128]

[129]

[130]

[131]

[132]

[133]

[134]

[135]

[136]

[137]

[138]

[139]

[140]

[141]

[142]

[143]

[144]

[145]

[146]

[147]

Y. Kang, S. Gao, Y. Liang, M. Li, J. Rao, and J. Kruse, “Multiscale
dynamic human mobility flow dataset in the U.S. during the COVID-19
epidemic,” Sci. Data, vol. 7, no. 1, p. 390, 2020.

H. Cho, D. Ippolito, and Y. W. Yu, “Contact tracing mobile apps
for COVID-19: Privacy considerations and related trade-offs,” 2020,
arXiv:2003.11511.

M. Ienca and E. Vayena, “On the responsible use of digital data
to tackle the COVID-19 pandemic,” Nat. Med., vol. 26, no. 4,
pp. 463-464, 2020.

A. D. Carli et al., “Wetrace—A privacy-preserving mobile COVID-19
tracing approach and application,” 2020, arXiv:2004.08812.

Y. Xia and G. Lee, “How to return to normalcy: Fast and comprehensive
contact tracing of COVID-19 through proximity sensing using mobile
devices,” 2020, arXiv:2004.12576.

M. Vinceti et al., “Lockdown timing and efficacy in controlling
COVID-19 using mobile phone tracking,” EClinicalMedicine, vol. 25,
Jul. 2020, Art. no. 100457.

J. Huang et al., “Quantifying the economic impact of COVID-19 in
Mainland China using human mobility data,” 2020, arXiv:2005.03010.
S. Gao et al., “Association of mobile phone location data indications
of travel and stay-at-home mandates with COVID-19 infection rates in
the U.S.,” JAMA Netw. Open, vol. 3, no. 9, 2020, Art. no. e2020485.
Y. Zhou, R. Xu, D. Hu, Y. Yue, Q. Li, and J. Xia, “Effects of human
mobility restrictions on the spread of COVID-19 in Shenzhen, China:
A modelling study using mobile phone data,” Lancet Digit. Health,
vol. 2, no. 8, pp. e417—e424, 2020.

J. Liu et al., “An investigation of containment measures against the
COVID-19 pandemic in Mainland China,” in Proc. IEEE Int. Conf.
Big Data (Big Data), 2020, pp. 3204-3211.

H. Xiong et al. “Understanding the Collective Responses of
Populations to the COVID-19 Pandemic in Mainland China.”
2020. [Online]. Available: https://www.medrxiv.org/content/early/2020/
05/22/2020.04.20.20068676

J. Liu et al., “Analysis of collective response reveals that COVID-
19-related activities start from the end of 2019 in Mainland China,”
Archives Clin. Biomed. Res., vol. 5, pp. 313-343, May 2021.

J. Bronson and M. Berzofsky, “Indicators of mental health problems
reported by prisoners and jail inmates, 2011-12,” U.S. Dept. Justice,
Office Justice Programs, Bureau Justice Stat., Washington, DC, USA,
Rep. NCJ 250612, 2017.

M. Menictas, M. Rabbi, P. Klasnja, and S. Murphy, “Artificial intelli-
gence decision-making in mobile health,” Biochemist, vol. 41, no. 5,
pp. 20-24, 2019.

M. Menictas, S. Tomkins, and S. Murphy, “Fast physical activity sug-
gestions: Efficient hyperparameter learning in mobile health,” 2020,
arXiv:2012.11646.

T. J. VanderWeele, J. W. Jackson, and S. Li, “Causal inference and
longitudinal data: A case study of religion and mental health,” Social
Psychiat. Psychiat. Epidemiol., vol. 51, no. 11, pp. 1457-1466, 2016.
N. Surantha, G. P. Kusuma, and S. M. Isa, “Internet of Things for sleep
quality monitoring system: A survey,” in Proc. 11th Int. Conf. Knowl.
Inf. Creativity Support Syst. (KICSS), 2016, pp. 1-6.

D. Looney, V. Goverdovsky, 1. Rosenzweig, M. J. Morrell, and
D. P. Mandic, “Wearable in-ear encephalography sensor for monitoring
sleep. Preliminary observations from nap studies,” Ann. Amer. Thoracic
Soc., vol. 13, no. 12, pp. 2229-2233, 2016.

M. De Zambotti, N. Cellini, A. Goldstone, I. M. Colrain, and
F. C. Baker, “Wearable sleep technology in clinical and research
settings,” Med. Sci. Sports Exercise, vol. 51, no. 7, p. 1538, 2019.

X. B. Pan, “Application of personal-oriented digital technology in
preventing transmission of COVID-19, China,” Irish J. Med. Sci.,
vol. 189, no. 4, pp. 1145-1146, 2020.

D. Chamberlain, R. Kodgule, D. Ganelin, V. Miglani, and
R. R. Fletcher, “Application of semi-supervised deep learning to lung
sound analysis,” in Proc. 38th Annu. Int. Conf. IEEE Eng. Med. Biol.
Soc. (EMBC), 2016, pp. 804-807.

Coronavirus Disease (COVID-19): How Is It Transmitted, World
Health Org., Geneva, Switzerland, 2020.

H. Xu, L. Zhang, O. Onireti, Y. Fang, W. J. Buchanan, and M. A. Imran,
“BeepTrace: Blockchain-enabled privacy-preserving contact tracing for
COVID-19 pandemic and beyond,” IEEE Internet Things J., vol. 8,
no. 5, pp. 3915-3929, Mar. 2021.

A. Arun, A. Gupta, S. Bhatka, S. Komatineni, and D. Bharadia,
“Bluble, space-time social distancing to monitor the spread of COVID-
19: Poster abstract,” in Proc. 18th Conf. Embedded Netw. Sens. Syst.,
2020, pp. 750-751.

Authorized licensed use limited to: University of Nantes. Downloaded on July 06,2023 at 08:32:34 UTC from IEEE Xplore. Restrictions apply.



WANG et al.: FROM PERSONALIZED MEDICINE TO POPULATION HEALTH

[148]

[149]

[150]

[151]

[152]

[153]

[154]

[155]

[156]

[157]

[158]

[159]

[160]

[161]

[162]

[163]

[164]

[165]

[166]

[167]

[168]

N. N. DePhillipo, J. Chahla, M. Busler, and R. F. LaPrade, “Mobile
phone gps data and prevalence of COVID-19 infections: Quantifying
parameters of social distancing in the U.S,” Arch. Bone Joint Surg.,
vol. 9, no. 2, pp. 217-223, 2021.

N. Kishore et al., “Measuring mobility to monitor travel and physical
distancing interventions: A common framework for mobile phone data
analysis,” Lancet Digit. Health, vol. 2, no. 11, pp. €622-e628, 2020.
N. Oliver et al., “Mobile phone data for informing public health actions
across the COVID-19 pandemic life cycle,” Sci. Adv., vol. 6, no. 23,
2020, Art. no. eabc0764.

L. D. Domenico, G. Pullano, C. E. Sabbatini, P. Y. Boélle, and
V. Colizza, “Impact of lockdown on COVID-19 epidemic in fle-de-
france and possible exit strategies,” BMC Med., vol. 18, no. 1, pp. 1-13,
2020.

N. Gozzi, M. Tizzoni, M. Chinazzi, L. Ferres, A. Vespignani, and
N. Perra. “Estimating the effect of social inequalities in the mitiga-
tion of COVID-19 across communities in Santiago de Chile.” Nat.
Commun., vol. 12, no. 1, pp. 1-9, 2021.

L. Y. Chen et al., “Continuous wireless pressure monitoring and map-
ping with ultra-small passive sensors for health monitoring and critical
care,” Nat. Commun., vol. 5, no. 1, p. 5028, 2014.

B. S. Khakh and R. A. North, “P2X receptors as cell-surface ATP sen-
sors in health and disease,” Nature, vol. 442, no. 7102, pp. 527-532,
2006.

A. T. Giintner, S. Abegg, K. Konigstein, P. A. Gerber, A. Schmidt-
Trucksdss, and S. E. Pratsinis, “Breath sensors for health monitoring,”
ACS Sens., vol. 4, no. 2, pp. 268-280, 2019.

Y. Gao, L. Yu, J. C. Yeo, and C. T. Lim, “Flexible hybrid sensors for
health monitoring: Materials and mechanisms to render wearability,”
Adv. Mater., vol. 32, no. 15, 2020, Art. no. 1902133.

D. V. Dimitrov, “Medical Internet of Things and big data in healthcare,”
Healthcare Inform. Res., vol. 22, no. 3, pp. 156-163, 2016.

M. Haghi, K. Thurow, and R. Stoll, “Wearable devices in medi-
cal Internet of Things: Scientific research and commercially available
devices,” Healthcare Inform. Res., vol. 23, no. 1, pp. 4-15, 2017.

B. A. Hayani and H. Ilhan, “Image transmission over decode and
forward based cooperative wireless multimedia sensor networks for
Rayleigh fading channels in Medical Internet of Things (MIoT) for
remote health-care and health communication monitoring,” J. Med.
Imag. Health Inform., vol. 10, no. 1, pp. 160-168, 2020.

M. Elhoseny, G.-B. Bian, S. Lakshmanaprabu, K. Shankar, A. K. Singh,
and W. Wu, “Effective features to classify ovarian cancer data in
Internet of Medical Things,” Comput. Netw., vol. 159, pp. 147-156,
Aug. 2019.

A. Pazienza et al., “Adaptive critical care intervention in the Internet
of Medical Things,” in Proc. IEEE Conf. Evolv. Adapt. Intell. Syst.
(EAIS), 2020, pp. 1-8.

N. B. Gayathri, G. Thumbur, P. R. Kumar, M. Z. U. Rahman,
P. V. Reddy, and A. Lay-Ekuakille, “Efficient and secure pairing-
free certificateless aggregate signature scheme for healthcare wireless
medical sensor networks,” IEEE Internet Things J., vol. 6, no. 5,
pp- 9064-9075, Oct. 2019.

R. Atat, L. Liu, J. Ashdown, M. J. Medley, J. D. Matyjas, and
Y. Yi, “A physical layer security scheme for mobile health cyber-
physical systems,” IEEE Internet Things J., vol. 5, no. 1, pp. 295-309,
Feb. 2018.

M. Haghi et al., “A flexible and pervasive IoT-based healthcare platform
for physiological and environmental parameters monitoring,” [EEE
Internet Things J., vol. 7, no. 6, pp. 5628-5647, Jun. 2020.

M. A. Rahman and M. S. Hossain, “m-Therapy: A multisensor frame-
work for in-home therapy management: A social therapy of things
perspective,” IEEE Internet Things J., vol. 5, no. 4, pp. 2548-2556,
Aug. 2018.

L. Jiang, L. Chen, T. Giannetsos, B. Luo, K. Liang, and J. Han, “Toward
practical privacy-preserving processing over encrypted data in IoT: An
assistive healthcare use case,” IEEE Internet Things J., vol. 6, no. 6,
pp. 10177-10190, Dec. 2019.

S. A. Parah et al., “Efficient security and authentication for edge-based
Internet of Medical Things,” IEEE Internet Things J., vol. 8, no. 21,
pp- 15652-15662, Nov. 2020.

H. Peng, B. Yang, L. Li, and Y. Yang, “Secure and traceable image
transmission scheme based on semitensor product compressed sens-
ing in telemedicine system,” IEEE Internet Things J., vol. 7, no. 3,
pp. 2432-2451, Mar. 2020.

[169]

[170]

[171]

[172]

[173]

[174]

[175]

[176]

[177]

[178]

[179]

[180]

[181]

[182]

[183]

[184]

[185]

[186]

[187]

[188]

[189]

[190]

15429

J. Liu, L. Wang, and Y. Yu, “Improved security of a pairing-free cer-
tificateless aggregate signature in healthcare wireless medical sensor
networks,” IEEE Internet Things J., vol. 7, no. 6, pp. 5256-5266,
Jun. 2020.

R. Zhang, A. Nayak, S. Zhang, and J. Yu, “Energy-efficient sleep
scheduling in WBANSs: From the perspective of minimum dominating
set,” IEEE Internet Things J., vol. 6, no. 4, pp. 6237-6246, Aug. 2019.
W. Meng, Y. Cai, L. T. Yang, and W.-Y. Chiu, “Hybrid emotion-
aware monitoring system based on brainwaves for Internet of Medical
Things,” IEEE Internet Things J., vol. 8, no. 21, pp. 16014-16022,
Nov. 2021.

B. Lin and S. J. Wu, “COVID-19 (Coronavirus disease 2019):
Opportunities and challenges for digital health and the Internet of
Medical Things in China,” Omics A J. Integrative Biol., vol. 24, no. 5,
pp. 231-232, 2020.

P.  Sundaravadivel, E. Kougianos, S. P. Mohanty, and
M. K. Ganapathiraju, “Everything you wanted to know about
smart health care: Evaluating the different technologies and com-
ponents of the Internet of Things for better health,” IEEE Consum.
Electron. Mag., vol. 7, no. 1, pp. 18-28, Jan. 2018.

N. Zhu et al., “Bridging e-Health and the Internet of Things: The
SPHERE project,” [EEE Intell. Syst., vol. 30, no. 4, pp. 39-46,
Jul./Aug. 2015.

M. A. Al-Taee, W. Al-Nuaimy, Z. J. Muhsin, and A. Al-Ataby, “Robot
assistant in management of diabetes in children based on the Internet
of Things,” IEEE Internet Things J., vol. 4, no. 2, pp. 437445,
Apr. 2017.

R. Taylor and D. Stoianovici, “Medical robotics in computer-integrated
surgery,” in Proc. Int. Conf. Robot. Autom., vol. 19, 2003, pp. 765-781.
R. J. Webster, J. S. Kim, N. J. Cowan, G. S. Chirikjian, and
A. M. Okamura, “Nonholonomic modeling of needle steering,” Int.
J. Robot. Res., vol. 25, no. 5, pp. 509-525, 2006.

R. A. Beasley, “Medical robots: Current systems and research direc-
tions,” J. Robot., vol. 2012, pp. 1-14, Aug. 2012.

T.-T. Phan, S. Muralidhar, and D. Gatica-Perez, “Drinks & crowds:
Characterizing alcohol consumption through crowdsensing and social
media,” Proc. ACM Interact. Mobile Wearable Ubiquitous Technol.,
vol. 3, no. 2, pp. 1-30, 2019.

A. Tamersoy, M. De Choudhury, and D. H. Chau, “Characterizing
smoking and drinking abstinence from social media,” in Proc. 26th
ACM Conf. Hypertext Social Media, 2015, pp. 139-148. [Online].
Available: http://doi.acm.org/10.1145/2700171.2791247

D. Wu et al., “WiTraj: Robust indoor motion tracking with WiFi
signals,” IEEE Trans. Mobile Comput., early access, Dec. 9, 2021,
doi: 10.1109/TMC.2021.3133114.

R. Gao et al., “Towards position-independent sensing for gesture recog-
nition with Wi-Fi,” Proc. ACM Interact. Mobile Wearable Ubiquitous
Technol., vol. 5, no. 2, pp. 1-28, 2021.

K. Niu, F. Zhang, X. Wang, Q. Lv, H. Luo, and D. Zhang,
“Understanding WiFi signal frequency features for position-
independent gesture sensing,” IEEE Trans. Mobile Comput., early
access, Mar. 2, 2021, doi: 10.1109/TMC.2021.3063135.

X. Niu et al., “WiMonitor: Continuous long-term human vitality moni-
toring using commodity Wi-Fi devices,” Sensors, vol. 21, no. 3, p. 751,
2021.

D. Zhang, K. Niu, J. Xiong, F. Zhang, and S. Li, “Location inde-
pendent vital sign monitoring and gesture recognition using Wi-Fi,”
in Contactless Human Activity Analysis, vol. 200. Cham, Switzerland:
Springer, 2021, pp. 185-202.

L. Zhang, C. Wang, and D. Zhang, “Wi-PIGR: Path independent gait
recognition with commodity Wi-Fi,” IEEE Trans. Mobile Comput.,
early access, Jan. 18, 2021, doi: 10.1109/TMC.2021.3052314.

F. Zhang et al., “Exploring LoRa for long-range through-wall sens-
ing,” Proc. ACM Interact. Mobile Wearable Ubiquitous Technol., vol. 4,
no. 2, pp. 1-27, 2020.

F. Zhang et al., “Unlocking the beamforming potential of LoRa
for long-range multi-target respiration sensing,” Proc. ACM Interact.
Mobile Wearable Ubiquitous Technol., vol. 5, no. 2, pp. 1-25,
2021.

J. Liu, Y. Zeng, T. Gu, L. Wang, and D. Zhang, “WiPhone: Smartphone-
based respiration monitoring using ambient reflected WiFi signals,”
Proc. ACM Interact. Mobile Wearable Ubiquitous Technol., vol. 5,
no. 1, pp. 1-19, 2021.

Y. Zeng, D. Wu, J. Xiong, J. Liu, Z. Liu, and D. Zhang, “MultiSense:
Enabling multi-person respiration sensing with commodity WiFi,”
Proc. ACM Interact. Mobile Wearable Ubiquitous Technol., vol. 4,
no. 3, pp. 1-29, 2020.

Authorized licensed use limited to: University of Nantes. Downloaded on July 06,2023 at 08:32:34 UTC from IEEE Xplore. Restrictions apply.


http://dx.doi.org/10.1109/TMC.2021.3133114
http://dx.doi.org/10.1109/TMC.2021.3063135
http://dx.doi.org/10.1109/TMC.2021.3052314

15430

[191]

[192]

[193]

[194]

[195]

[196]

[197]

[198]

[199]

[200]

[201]

[202]

[203]

[204]

[205]

[206]

[207]

[208]

[209]

[210]

[211]

[212]

[213]

Z. Yang, Z. Zhou, and Y. Liu, “From RSSI to CSI: Indoor localization
via channel response,” ACM Comput. Surveys, vol. 46, no. 2, pp. 1-32,
2013.

F. Zhang et al., “From fresnel diffraction model to fine-grained
human respiration sensing with commodity Wi-Fi devices,” Proc. ACM
Interact. Mobile Wearable Ubiquitous Technol., vol. 2, no. 1, pp. 1-23,
2018.

W. T. Riley, D. E. Rivera, A. A. Atienza, W. Nilsen, S. M. Allison,
and R. Mermelstein, “Health behavior models in the age of mobile
interventions: Are our theories up to the task?” Transl. Behav. Med.,
vol. 1, no. 1, pp. 53-71, 2011.

A. Anjomshoaa, F. Duarte, D. Rennings, T. J. Matarazzo, P. deSouza,
and C. Ratti, “City scanner: Building and scheduling a mobile sensing
platform for smart city services,” IEEE Internet Things J., vol. 5, no. 6,
pp. 45674579, Dec. 2018.

P. Klasnja, S. Consolvo, D. W. McDonald, J. A. Landay, and W. Pratt,
“Using mobile & personal sensing technologies to support health
behavior change in everyday life: lessons learned,” in Proc. AMIA
Annu. Symp., vol. 2009, 2009, p. 338.

S. Asimakopoulos, G. Asimakopoulos, and F. Spillers, “Motivation and
user engagement in fitness tracking: Heuristics for mobile healthcare
wearables,” Informatics, vol. 4, no. 1, p. 5, 2017.

D. Spathis, S. Servia-Rodriguez, K. Farrahi, C. Mascolo, and
J. Rentfrow, “Sequence multi-task learning to forecast mental well-
being from sparse self-reported data,” in Proc. 25th ACM SIGKDD
Int. Conf. Knowl. Disc. Data Min., 2019, pp. 2886-2894.

M. Boukhechba and L. E. Barnes, “Swear: Sensing using WEARables.
Generalized human crowdsensing on smartwatches,” in Proc. Int. Conf.
Appl. Human Factors Ergon., 2020, pp. 510-516.

M. T. Rashid and D. Wang, “COVIDSens: A vision on reliable social
sensing for COVID-19,” Artif. Intell. Rev., vol. 54, no. 1, pp. 1-25,
2021.

D. Ben-Zeev et al., “Mobile RDoC: Using smartphones to understand
the relationship between auditory verbal hallucinations and need for
care,” Schizophrenia Bull. Open, vol. 1, no. 1, 2020, Art. no. sgaa060.
W. Peng, S. Kanthawala, S. Yuan, and S. A. Hussain, “A qualitative
study of user perceptions of mobile health apps,” BMC Public Health,
vol. 16, no. 1, pp. 1-11, 2016.

N. A. Halpern, D. A. Goldman, K. S. Tan, and S. M. Pastores, “Trends
in critical care beds and use among population groups and medicare
and medicaid beneficiaries in the United States, 2000-2010,” Crit. Care
Med., vol. 44, no. 8, p. 1490, 2016.

A. S. Ahouandjinou, K. Assogba, and C. Motamed, “Smart and perva-
sive ICU based-IoT for improving intensive health care,” in Proc. Int.
Conf. Bio-Eng. Smart Technol. (BioSMART), 2016, pp. 1-4.

A. Davoudi et al., “Intelligent ICU for autonomous patient monitoring
using pervasive sensing and deep learning,” Sci. Rep., vol. 9, no. 1,
pp. 1-13, 2019.

B. Roshanaei-Moghaddam, W. J. Katon, and J. Russo, “The longitudi-
nal effects of depression on physical activity,” Gen. Hospital Psychiat.,
vol. 31, no. 4, pp. 306-315, 2009.

S. Fong, Y. Zhuang, S. Hu, W. Song, L. Liu, and L. A. Moutinho,
“Longitudinal ambient mobile sensor monitoring for TCM-oriented
healthcare assessments: Framework, challenges and applications,” in
Proc. 26th Int. Conf. World Wide Web Compan., 2017, pp. 1087-1094.
M. Kalanadhabhatta, T. Rahman, and D. Ganesan, “Effect of sleep
and biobehavioral patterns on multidimensional cognitive performance:
Longitudinal, in-the-wild study,” J. Med. Internet Res., vol. 23, no. 2,
2021, Art. no. €23936.

G. M. Harari, N. D. Lane, R. Wang, B. S. Crosier, A. T. Campbell,
and S. D. Gosling, “Using smartphones to collect behavioral data
in psychological science: Opportunities, practical considerations, and
challenges,” Perspectives Psychol. Sci., vol. 11, no. 6, pp. 838-854,
2016.

L. McNamara and E. Ngai, “SadHealth: A personal mobile sensing
system for seasonal health monitoring,” IEEE Syst. J., vol. 12, no. 1,
pp- 30-40, Mar. 2018.

S. Majumder and M. J. Deen, “Smartphone sensors for health moni-
toring and diagnosis,” Sensors, vol. 19, no. 9, p. 2164, 2019.

A. Sunyaev, D. Chornyi, C. Mauro, and H. Krcmar, “Evaluation frame-
work for personal health records: Microsoft healthvault vs. Google
health,” in Proc. 43rd Hawaii Int. Conf. Syst. Sci., 2010, pp. 1-10.
M. Rahman et al., “mDebugger: Assessing and diagnosing the fidelity
and yield of mobile sensor data,” in Mobile Health. Cham, Switzerland:
Springer, 2017, pp. 121-143.

B. Feldman, E. M. Martin, and T. Skotnes, “Big data in healthcare
hype and hope,” Dr. Bonnie, vol. 360, pp. 122—125, Oct. 2012.

IEEE INTERNET OF THINGS JOURNAL, VOL. 9, NO. 17, 1 SEPTEMBER 2022

[214]

[215]

[216]

[217]

[218]

[219]

[220]

[221]

[222]

[223]

[224]

[225]

[226]

[227]

[228]

[229]

[230]

[231]

[232]

[233]

[234]

[235]

[236]

[237]

S. Khozin, G. M. Blumenthal, and R. Pazdur, “Real-world data for clin-
ical evidence generation in oncology,” J. Nat. Cancer Inst., vol. 109,
no. 11, 2017, Art. no. djx187.

S. K. Bell et al., “Frequency and types of patient-reported errors in
electronic health record ambulatory care notes,” JAMA Netw. Open,
vol. 3, no. 6, 2020, Art. no. €205867.

A. Trifan, M. Oliveira, and J. L. Oliveira, ‘“Passive sensing of health
outcomes through smartphones: Systematic review of current solutions
and possible limitations,” JMIR mHealth uHealth, vol. 7, no. 8, 2019,
Art. no. e12649.

J. Wiens and E. S. Shenoy, “Machine learning for healthcare: On the
verge of a major shift in healthcare epidemiology,” Clin. Infect. Dis.,
vol. 66, no. 1, pp. 149-153, 2018.

W. Edwards, H. Lindman, and L. J. Savage, “Bayesian statistical infer-
ence for psychological research,” Psychol. Rev., vol. 70, no. 3, p. 193,
1963.

D. He, S. Chan, and M. Guizani, “User privacy and data trustworthiness
in mobile crowd sensing,” IEEE Wireless Commun., vol. 22, no. 1,
pp. 28-34, Feb. 2015.

D. Wu, S. Si, S. Wu, and R. Wang, “Dynamic trust relationships aware
data privacy protection in mobile crowd-sensing,” IEEE Internet Things
J., vol. 5, no. 4, pp. 2958-2970, Aug. 2018.

J. Ni, K. Zhang, X. Lin, Q. Xia, and X. S. Shen, “Privacy-preserving
mobile crowdsensing for located-based applications,” in Proc. IEEE
Int. Conf. Commun. (ICC), 2017, pp. 1-6.

B. Martinez-Pérez, 1. De La Torre-Diez, and M. Lépez-Coronado,
“Privacy and security in mobile health apps: A review and recom-
mendations,” J. Med. Syst., vol. 39, no. 1, pp. 1-8, 2015.

A. Papageorgiou, M. Strigkos, E. Politou, E. Alepis, A. Solanas,
and C. Patsakis, “Security and privacy analysis of mobile health
applications: The alarming state of practice,” IEEE Access, vol. 6,
pp. 9390-9403, 2018.

Y. Wang, Z. Yan, W. Feng, and S. Liu, “Privacy protection in mobile
crowd sensing: A survey,” World Wide Web, vol. 23, no. 1, pp. 421452,
2020.

L. Pournajaf, L. Xiong, D. A. Garcia-Ulloa, and V. Sunderam, “A sur-
vey on privacy in mobile crowd sensing task management,” Dept. Math.
Comput. Sci., Emory Univ., Atlanta, GA, USA, Rep. TR-2014-002,
2014.

L. Ma, Q. Pei, Y. Qu, K. Fan, and X. Lai, “Decentralized privacy-
preserving reputation management for mobile crowdsensing,” in Proc.
Int. Conf. Security Privacy Commun. Syst., 2019, pp. 532-548.

R. K. Balan, Y. Lee, T. K. Wee, and A. Misra, “The challenge of
continuous mobile context sensing,” in Proc. 6th Int. Conf. Commun.
Syst. Netw. (COMSNETS), 2014, pp. 1-8.

J. H. Ahnn and M. Potkonjak, “mHealthMon: Toward energy-efficient
and distributed mobile health monitoring using parallel offloading,” J.
Med. Syst., vol. 37, no. 5, pp. 1-11, 2013.

J. Wu and Z. Chen, “Reducing energy consumption and overhead based
on mobile health in big data opportunistic networks,” Wireless Personal
Commun., vol. 92, no. 4, pp. 1365-1385, 2017.

H. Xiong, D. Zhang, L. Wang, J. P. Gibson, and J. Zhu, “EEMC:
Enabling energy-efficient mobile crowdsensing with anonymous par-
ticipants,” ACM Trans. Intell. Syst. Technol., vol. 6, no. 3, pp. 1-26,
2015.

J. Wang et al., “Fine-grained multitask allocation for participatory sens-
ing with a shared budget,” IEEE Internet Things J., vol. 3, no. 6,
pp. 1395-1405, Dec. 2016.

J. Wang et al., “Multi-task allocation in mobile crowd sensing with
individual task quality assurance,” IEEE Trans. Mobile Comput.,
vol. 17, no. 9, pp. 2101-2113, Sep. 2018.

J. Wang, Y. Wang, D. Zhang, and S. Helal, “Energy saving techniques
in mobile crowd sensing: Current state and future opportunities,” IEEE
Commun. Mag., vol. 56, no. 5, pp. 164—-169, May 2018.

N. Jothi, W. Husain, and N. A. Rashid, “Data mining in healthcare—A
review,” Procedia Comput. Sci., vol. 72, pp. 306-313, Dec. 2015.

I. Olaronke and O. Oluwaseun, “Big data in healthcare: Prospects, chal-
lenges and resolutions,” in Proc. Future Technol. Conf. (FTC), 2016,
pp. 1152-1157.

C. S. Wood et al., “Taking connected mobile-health diagnostics
of infectious diseases to the field,” Nature, vol. 566, no. 7745,
pp. 467-474, 2019.

M. Boukhechba, P. Chow, K. Fua, B. A. Teachman, and L. E. Barnes,
“Predicting social anxiety from global positioning system traces of
college students: Feasibility study,” JMIR Mental Health, vol. 5, no. 3,
2018, Art. no. e10101.

Authorized licensed use limited to: University of Nantes. Downloaded on July 06,2023 at 08:32:34 UTC from IEEE Xplore. Restrictions apply.



WANG et al.: FROM PERSONALIZED MEDICINE TO POPULATION HEALTH

[238]

[239]

[240]

[241]

[242]

[243]

[244]

[245]

[246]

[247]

[248]

[249]

[250]

[251]

[252]

[253]

[254]

[255]

[256]

[257]

[258]

[259]

[260]

[261]

[262]

V. W.-S. Tseng et al., “Using behavioral rhythms and multi-task learn-
ing to predict fine-grained symptoms of schizophrenia,” Sci. Rep.,
vol. 10, no. 1, pp. 1-17, 2020.

E. K. Barrett et al., “Mobile sensing: Leveraging machine learning for
efficient human behavior modeling,” in Proc. Syst. Inf. Eng. Design
Symp. (SIEDS), 2020, pp. 1-7.

C. Sedgley, “The responsibilities of being a physiotherapist,” in Tidy’s
Physiotherapy. Edinburgh, U.K.: Saunders/Elsevier, 2013, p. 1.

M. S. Fragala, D. Shiffman, and C. E. Birse, “Population health screen-
ings for the prevention of chronic disease progression,” Amer. J. Manag.
Care, vol. 25, pp. 548-553, Nov. 2019.

R. Wang et al., “Predicting symptom trajectories of schizophrenia using
mobile sensing,” Proc. ACM Interact. Mobile Wearable Ubiquitous
Technol., vol. 1, no. 3, pp. 1-24, 2017.

N. Bidargaddi, G. Schrader, P. Klasnja, J. Licinio, and S. Murphy,
“Designing m-Health interventions for precision mental health sup-
port,” Transl. Psychiat., vol. 10, no. 1, pp. 1-8, 2020.

J. Costa, A. T. Adams, M. F. Jung, F. Guimbretiere, and T. Choudhury,
“EmotionCheck: A wearable device to regulate anxiety through false
heart rate feedback,” GetMobile Mobile Comput. Commun., vol. 21,
no. 2, pp. 22-25, 2017.

H. Lei, A. Tewari, and S. A. Murphy, “An actor-critic contextual
bandit algorithm for personalized mobile health interventions,” 2017,
arXiv:1706.09090.

S. Jovanovic et al., “A mobile crowd sensing application for hyperten-
sive patients,” Sensors, vol. 19, no. 2, p. 400, 2019.

D. G. Clayton, L. Bernardinelli, and C. Montomoli, “Spatial cor-
relation in ecological analysis,” Int. J. Epidemiol., vol. 22, no. 6,
pp. 1193-1202, 1993.

E. R. Seaquist, F. C. Goetz, S. Rich, and J. Barbosa, “Familial cluster-
ing of diabetic kidney disease,” New England J. Med., vol. 320, no. 18,
pp. 1161-1165, 1989.

J. M. Cecilia, J.-C. Cano, E. Hernidndez-Orallo, C. T. Calafate, and
P. Manzoni, “Mobile crowdsensing approaches to address the COVID-
19 pandemic in Spain,” IET Smart Cities, vol. 2, no. 2, pp. 58-63,
2020.

M. A. Rothstein, “Ethical issues in big data health research: Currents
in contemporary bioethics,” J. Law Med. Ethics, vol. 43, no. 2,
pp. 425-429, 2015.

C. Yip, N.-L. R. Han, and B. L. Sng, “Legal and ethical issues in
research,” Indian J. Anaesthesia, vol. 60, no. 9, p. 684, 2016.

V. Liu, M. A. Musen, and T. Chou, “Data breaches of protected health
information in the United States,” J. Amer. Med. Assoc., vol. 313,
no. 14, pp. 1471-1473, 2015.

D. D. Luxton, R. A. McCann, N. E. Bush, M. C. Mishkind, and
G. M. Reger, “mHealth for mental health: Integrating smartphone tech-
nology in behavioral healthcare,” Prof. Psychol. Res. Pract., vol. 42,
no. 6, p. 505, 2011.

J. J. Kang, “Systematic analysis of security implementation for
Internet of Health Things in mobile health networks,” in Data Science
in Cybersecurity and Cyberthreat Intelligence. Cham, Switzerland:
Springer, 2020, pp. 87-113.

J. C. Wakefield, “The concept of mental disorder: Diagnostic impli-
cations of the harmful dysfunction analysis,” World Psychiat., vol. 6,
no. 3, p. 149, 2007.

K. Scott, D. Richards, and R. Adhikari, “A review and comparative
analysis of security risks and safety measures of mobile health apps,”
Aust. J. Inform. Syst., vol. 19, pp. 1-18, Nov. 2015.

M. Fiordelli, N. Diviani, and P. J. Schulz, “Mapping mHealth research:
A decade of evolution,” J. Med. Internet Res., vol. 15, no. 5, p. €95,
2013.

B. D. Mittelstadt, “Designing the health-related Internet of Things:
Ethical principles and guidelines,” Inf. Int. Interdiscipl. J., vol. 8, no. 3,
p. 77, 2017.

B. D. Mittelstadt, “Ethics of the health-related Internet of Things: A
narrative review,” Ethics Inf. Technol., vol. 19, no. 3, pp. 157-175,
2017.

E. S. Poole, “HCI and mobile health interventions: How human—
Computer interaction can contribute to successful mobile health
interventions,” Transl. Behav. Med., vol. 3, no. 4, pp. 402-405, 2013.
R. Schnall er al., “A user-centered model for designing consumer
mobile health (mHealth) applications (apps),” J. Biomed. Inform.,
vol. 60, pp. 243-251, Apr. 2016.

J. Meng, S. A. Hussain, D. C. Mohr, M. Czerwinski, and M. Zhang,
“Exploring user needs for a mobile behavioral-sensing technology
for depression management: Qualitative study,” J. Med. Internet Res.,
vol. 20, no. 7, 2018, Art. no. e10139.

[263]

[264]

[265]

[266]

[267]

[268]

[269]

[270]

[271]

[272]

[273]

[274]

[275]

[276]

[277]

[278]

[279]

[280]

[281]

[282]

[283]

[284]

15431

L. Cai, L. E. Barnes, and M. Boukhechba, “Designing adaptive passive
personal mobile sensing methods using reinforcement learning frame-
work,” J. Ambient Intell. Humanized Comput., vol. 2021, pp. 1-22,
Aug. 2021.

L. Cai, L. E. Barnes, and M. Boukhechba, “A framework for adap-
tive mobile ecological momentary assessments using reinforcement
learning,” in Proc. SAI Intell. Syst. Conf., 2021, pp. 31-50.

Z. Fitz-Walter and D. Tjondronegoro, “Exploring the opportunities and
challenges of using mobile sensing for gamification,” in Proc. UbiComp
11 Workshop Mobile Sens. Challenges Opportunities Future Directions,
2011, pp. 1-5.

H. E. Lee and J. Cho, “What motivates users to continue using diet
and fitness apps? Application of the uses and gratifications approach,”
Health Commun., vol. 32, no. 12, pp. 1445-1453, 2017.

D. N. Crowley, J. G. Breslin, P. Corcoran, and K. Young, “Gamification
of citizen sensing through mobile social reporting,” in Proc. IEEE Int.
Games Innov. Conf., 2012, pp. 1-5.

M. Rabbi et al., “SARA: A mobile app to engage users in health
data collection,” in Proc. ACM Int. Joint Conf. Pervasive Ubiquitous
Comput. ACM Int. Symp. Wearable Comput., 2017, pp. 781-789.

A. L'Heureux, K. Grolinger, W. A. Higashino, and M. A. Capretz, “A
gamification framework for sensor data analytics,” in Proc. IEEE Int.
Congr. Internet Things (ICIOT), 2017, pp. 74-81.

M. Floryan, P. I. Chow, S. M. Schueller, and L. M. Ritterband,
“The model of gamification principles for digital health interventions:
Evaluation of validity and potential utility,” J. Med. Internet Res.,
vol. 22, no. 6, 2020, Art. no. e16506.

K. Agrawal et al., “Towards incentive management mechanisms in
the context of crowdsensing technologies based on trackyourtinnitus
insights,” Procedia Comput. Sci., vol. 134, pp. 145-152, May 2018.
A. Jo, B. D. Coronel, C. E. Coakes, and A. G. Mainous, “Is there a
benefit to patients using wearable devices such as fitbit or health apps
on mobiles? A systematic review,” Amer. J. Med., vol. 132, no. 12,
pp. 1394-1400, 2019.

V. S. Dasari, B. Kantarci, M. Pouryazdan, L. Foschini, and
M. Girolami, “Game theory in mobile crowdsensing: A comprehensive
survey,” Sensors, vol. 20, no. 7, p. 2055, 2020.

D. Yang, G. Xue, X. Fang, and J. Tang, “Crowdsourcing to smart-
phones: Incentive mechanism design for mobile phone sensing,” in
Proc. 18th Annu. Int. Conf. Mobile Comput. Netw., 2012, pp. 173-184.
G. Ji, Z. Yao, B. Zhang, and C. Li, “A reverse auction-based incentive
mechanism for mobile crowdsensing,” IEEE Internet Things J., vol. 7,
no. 9, pp. 8238-8248, Sep. 2020.

H. Xiong, D. Zhang, L. Wang, and G. Chen, “CrowdRecruiter:
Selecting participants for piggyback crowdsensing under probabilis-
tic coverage constraint,” in Proc. ACM Int. Joint Conf. Pervasive
Ubiquitous Comput., 2014, pp. 703-714.

H. Xiong, D. Zhang, G. Chen, L. Wang, and V. Gauthier,
“CrowdTasker: Maximizing coverage quality in piggyback crowdsens-
ing under budget constraint,” in Proc. IEEE Int. Conf. Pervasive
Comput. Commun. (PerCom), 2015, pp. 55-62.

H. Xiong, D. Zhang, G. Chen, L. Wang, V. Gauthier, and L. E. Barnes,
“iCrowd: Near-optimal task allocation for piggyback crowdsens-
ing,” IEEE Trans. Mobile Comput., vol. 15, no. 8, pp. 2010-2022,
Aug. 2016.

Y.-F. Y. Chan et al, “The Asthma mobile health study, a large-
scale clinical observational study using researchkit,” Nat. Biotechnol.,
vol. 35, no. 4, pp. 354-362, 2017.

J. Wang et al., “Will online digital footprints reveal your relationship
status? An empirical study of social applications for sexual-minority
men,” Proc. ACM Interact. Mobile Wearable Ubiquitous Technol.,
vol. 4, no. 1, pp. 1-23, 2020.

J. Dai, X. Bai, Z. Yang, Z. Shen, and D. Xuan, “PerFallD: A pervasive
fall detection system using mobile phones,” in Proc. 8th IEEE Int. Conf.
Pervasive Comput. Commun. Workshops (PERCOM Workshops), 2010,
pp. 292-297.

Q. Lin, D. Zhang, L. Chen, H. Ni, and X. Zhou, “Managing elders’
wandering behavior using sensors-based solutions: A survey,” Int. J.
Gerontol., vol. 8, no. 2, pp. 49-55, 2014.

M. A. A. de la Concepcién, L. M. S. Morillo, J. A. A. Garcia,
and L. Gonzdlez-Abril, “Mobile activity recognition and fall detection
system for elderly people using ameva algorithm,” Pervasive Mobile
Comput., vol. 34, pp. 3—13, Jan. 2017.

A. A. N. Shirehjini, A. Yassine, and S. Shirmohammadi, “Equipment
location in hospitals using RFID-based positioning system,” [EEE
Trans. Inf. Technol. Biomed., vol. 16, no. 6, pp. 1058-1069, Nov. 2012.

Authorized licensed use limited to: University of Nantes. Downloaded on July 06,2023 at 08:32:34 UTC from IEEE Xplore. Restrictions apply.



15432

[285]

[286]

[287]

[288]

[289]

[290]

[291]

[292]

[293]

[294]

[295]

[296]

[297]

[298]

[299]

[300]

[301]

[302]

[303]

[304]

[305]

[306]

A. C. Verceles and E. R. Hager, “Use of accelerometry to monitor phys-
ical activity in critically ill subjects: A systematic review,” Respiratory
Care, vol. 60, no. 9, pp. 1330-1336, 2015.

B. Fang, N. D. Lane, M. Zhang, A. Boran, and F. Kawsar, “BodyScan:
Enabling radio-based sensing on wearable devices for contactless activ-
ity and vital sign monitoring,” in Proc. 14th Annu. Int. Conf. Mobile
Syst. Appl. Services, 2016, pp. 97-110.

B. Fang, N. D. Lane, M. Zhang, and F. Kawsar, “HeadScan: A wearable
system for radio-based sensing of head and mouth-related activities,”
in Proc. 15th ACM/IEEE Int. Conf. Inf. Process. Sens. Netw. (IPSN),
2016, pp. 1-12.

K. Saha et al., “Social media as a passive sensor in longitudinal studies
of human behavior and wellbeing,” in Proc. Extended Abstracts CHI
Conf. Human Factors Comput. Syst., 2019, pp. 1-8.

Z. Wang, R. Guo, L. Hong, C. Wang, and L. Chen, ‘“Demand-
responsive windows scheduling in tertiary hospital leveraging spa-
tiotemporal neural networks,” in Proc. Int. Conf. Green Pervasive Cloud
Comput., 2020, pp. 231-243.

M. De Choudhury, S. Counts, and E. Horvitz, “Social media as a mea-
surement tool of depression in populations,” in Proc. 5th Annu. ACM
Web Sci. Conf., 2013, pp. 47-56.

M. De Choudhury, M. Gamon, S. Counts, and E. Horvitz, “Predicting
depression via social media,” in Proc. Int. AAAI Conf. Web Social
Media, vol. 7, 2013, pp. 128-137.

M. De Choudhury, E. Kiciman, M. Dredze, G. Coppersmith, and
M. Kumar, “Discovering shifts to suicidal ideation from mental health
content in social media,” in Proc. CHI Conf. Human Factors Comput.
Syst., 2016, pp. 2098-2110.

A. Walton, I. Nahum-Shani, L. Crosby, P. Klasnja, and S. Murphy,
“Optimizing digital integrated care via micro-randomized trials,” Clin.
Pharmacol. Ther., vol. 104, no. 1, pp. 53-58, 2018.

N. J. Seewald, S. N. Smith, A. J. Lee, P. Klasnja, and S. A. Murphy,
“Practical considerations for data collection and management in
mobile health micro-randomized trials,” Stat. Biosci., vol. 11, no. 2,
pp. 355-370, 2019.

S. Li, A. M. Psihogios, E. R. McKelvey, A. Ahmed, M. Rabbi, and
S. Murphy, “Micro-randomized trials for promoting engagement in
mobile health data collection: Adolescent/young adult oral chemother-
apy adherence as an example,” Current Opin. Syst. Biol., vol. 21,
pp. 1-8, Jun. 2020.

F. Restuccia, N. Ghosh, S. Bhattacharjee, S. K. Das, and T. Melodia,
“Quality of information in mobile crowdsensing: Survey and research
challenges,” ACM Trans. Sens. Netw., vol. 13, no. 4, pp. 1-43, 2017.
Y. Li et al., “A survey on truth discovery,” ACM SIGKDD Explorations
Newslett., vol. 17, no. 2, pp. 1-16, 2016.

C. Meng et al., “Truth discovery on crowd sensing of correlated enti-
ties,” in Proc. 13th ACM Conf. Embedded Netw. Sens. Syst., 2015,
pp. 169-182.

H. Mousa, S. B. Mokhtar, O. Hasan, O. Younes, M. Hadhoud, and
L. Brunie, “Trust management and reputation systems in mobile par-
ticipatory sensing applications: A survey,” Comput. Netw., vol. 90,
pp. 49-73, Oct. 2015.

B. Guo et al., “TaskMe: Toward a dynamic and quality-enhanced incen-
tive mechanism for mobile crowd sensing,” Int. J. Human-Comput.
Stud., vol. 102, pp. 14-26, Jun. 2017.

N. Jiang, D. Xu, J. Zhou, H. Yan, T. Wan, and J. Zheng, “Toward
optimal participant decisions with voting-based incentive model for
crowd sensing,” Inf. Sci., vol. 512, pp. 1-17, Feb. 2020.

M. H. Aung, M. Matthews, and T. Choudhury, “Sensing behavioral
symptoms of mental health and delivering personalized interven-
tions using mobile technologies,” Depression Anxiety, vol. 34, no. 7,
pp. 603-609, 2017.

J. Costa, F. Guimbretiere, M. F. Jung, and T. Choudhury, “BoostMeUp:
Improving cognitive performance in the moment by unobtrusively reg-
ulating emotions with a smartwatch,” Proc. ACM Interact. Mobile
Wearable Ubiquitous Technol., vol. 3, no. 2, pp. 1-23, 2019.

L. Chen, C. D. Nugent, and H. Wang, “A knowledge-driven approach
to activity recognition in smart homes,” IEEE Trans. Knowl. Data Eng.,
vol. 24, no. 6, pp. 961-974, Jun. 2012.

L. Chen, C. D. Nugent, J. Biswas, and J. Hoey, Activity Recognition
in Pervasive Intelligent Environments, vol. 4. Cham, Switzerland:
Springer, 2011.

L. Chen, J. Hoey, C. D. Nugent, D. J. Cook, and Z. Yu, “Sensor-based
activity recognition,” IEEE Trans. Syst., Man, Cybern. C, Appl. Rev.,
vol. 42, no. 6, pp. 790-808, Nov. 2012.

IEEE INTERNET OF THINGS JOURNAL, VOL. 9, NO. 17, 1 SEPTEMBER 2022

[307]

[308]

[309]

[310]

[311]

[312]

[313]

[314]

[315]

[316]

[317]

[318]

[319]

[320]

[321]

[322]

[323]

[324]

[325]

[326]

[327]

[328]

G. Okeyo, L. Chen, and H. Wang, “An agent-mediated ontology-
based approach for composite activity recognition in smart homes,”
J. Univers. Comput. Sci., vol. 19, no. 17, pp. 2577-2597, 2013.

G. Okeyo, L. Chen, H. Wang, and R. Sterritt, “Dynamic sensor
data segmentation for real-time knowledge-driven activity recognition,”
Pervasive Mobile Comput., vol. 10, pp. 155-172, Feb. 2014.

D. Triboan, L. Chen, F. Chen, S. Fallmann, and I. Psychoula,
“Real-time sensor observation segmentation for complex activity
recognition within smart environments,” in Proc. IEEE SmartWorld
Ubiquitous Intell. Comput. Adv. Trusted Computed Scalable Comput.
Commun. Cloud Big Data Comput. Internet People Smart City Innov.
(SmartWorld/SCALCOM/UIC/ATC/CBDCom/IOP/SCI), 2017, pp. 1-8.
D. Triboan, L. Chen, F. Chen, and Z. Wang, “A semantics-based
approach to sensor data segmentation in real-time activity recognition,”
Future Gener. Comput. Syst., vol. 93, pp. 224-236, Apr. 2019.

D. Triboan, L. Chen, and F. Chen, “Fuzzy-based fine-grained human
activity recognition within smart environments,” in Proc. IEEE
SmartWorld Ubiquitous Intell. Comput. Adv. Trusted Comput. Scalable
Comput. Commun. Cloud Big Data Comput. Internet People Smart City
Innov. (SmartWorld/SCALCOM/UIC/ATC/CBDCom/IOP/SCI), 2019,
pp. 94-101.

P. T. Hertel and A. Mathews, “Cognitive bias modification: Past per-
spectives, current findings, and future applications,” Perspect. Psychol.
Sci., vol. 6, no. 6, pp. 521-536, 2011.

M. Elf, M. Flink, M. Nilsson, M. Tistad, L. von Koch, and C. Ytterberg,
“The case of value-based healthcare for people living with complex
long-term conditions,” BMC Health Services Res., vol. 17, no. 1,
pp. 1-6, 2017.

W. Wang et al., “Sensing behavioral change over time: Using within-
person variability features from mobile sensing to predict personality
traits,” Proc. ACM Interact. Mobile Wearable Ubiquitous Technol.,
vol. 2, no. 3, pp. 1-21, 2018.

B. Buck et al., “Capturing behavioral indicators of persecutory ideation
using mobile technology,” J. Psychiat. Res., vol. 116, pp. 112-117,
Sep. 2019.

F. Cruciani et al., “Feature learning for human activity recognition
using convolutional neural networks,” CCF Trans. Pervasive Comput.
Interact., vol. 2, no. 1, pp. 18-32, 2020.

G. Dong et al., “Using graph representation learning to predict salivary
cortisol levels in pancreatic cancer patients,” J. Healthcare Inform. Res.,
vol. 5, pp. 401419, Apr. 2021.

D. Spathis, I. Perez-Pozuelo, S. Brage, N. J. Wareham, and C. Mascolo,
“Self-supervised transfer learning of physiological representations from
free-living wearable data,” in Proc. Conf. Health Inference Learn.,
2021, pp. 69-78.

P. Delias, M. Doumpos, E. Grigoroudis, P. Manolitzas, and
N. Matsatsinis, “Supporting healthcare management decisions via
robust clustering of event logs,” Knowl. Based Syst., vol. 84,
pp. 203-213, Aug. 2015.

S. S. Intille, “Closing the evaluation gap in ubihealth research,” IEEE
Pervasive Comput., vol. 12, no. 2, pp. 76-79, Apr. 2013.

H. Sarker et al., “Finding significant stress episodes in a discontinuous
time series of rapidly varying mobile sensor data,” in Proc. CHI Conf.
Human Factors Comput. Syst., 2016, pp. 4489-4501.

C. L. Tang, 1. Perez-Pozuelo, D. Spathis, and C. Mascolo, “Exploring
contrastive learning in human activity recognition for healthcare,” 2020,
arXiv:2011.11542.

H. G. Kayacik, M. Just, L. Baillie, D. Aspinall, and N. Micallef, “Data
driven authentication: On the effectiveness of user behaviour modelling
with mobile device sensors,” 2014, arXiv:1410.7743.

H. S. Badr and L. M. Gardner, “Limitations of using mobile phone
data to model COVID-19 transmission in the USA,” Lancet Infect.
Dis., vol. 21, no. 5, p. E113, 2021.

J. Schweitzer and C. Synowiec, “The economics of eHealth and
mHealth,” J. Health Commun., vol. 17, no. S1, pp. 73-81, 2012.

P. Singh, R. S. Bali, N. Kumar, A. K. Das, A. Vinel, and L. T. Yang,
“Secure healthcare data dissemination using vehicle relay networks,”
IEEE Internet Things J., vol. 5, no. 5, pp. 3733-3746, Oct. 2018.

M. Kumar and S. Chand, “A secure and efficient cloud-centric Internet-
of-Medical-Things-enabled smart healthcare system with public veri-
fiability,” IEEE Internet Things J., vol. 7, no. 10, pp. 10650-10659,
Oct. 2020.

W. Tang, J. Ren, K. Zhang, D. Zhang, Y. Zhang, and X. Shen, “Efficient
and privacy-preserving fog-assisted health data sharing scheme,” ACM
Trans. Intell. Syst. Technol., vol. 10, no. 6, pp. 1-23, 2019.

Authorized licensed use limited to: University of Nantes. Downloaded on July 06,2023 at 08:32:34 UTC from IEEE Xplore. Restrictions apply.



WANG et al.: FROM PERSONALIZED MEDICINE TO POPULATION HEALTH

[329]

[330]

[331]

[332]

[333]

[334]

[335]

[336]

[337]

[338]

[339]

[340]

[341]

[342]

[343]

[344]

[345]

[346]

[347]

[348]

[349]

[350]

[351]

A. K. Jain and D. Shanbhag, “Addressing security and privacy
risks in mobile applications,” IT Prof.,, vol. 14, no. 5, pp. 28-33,
Sep./Oct. 2012.

H. Zhu, H. Xiong, Y. Ge, and E. Chen, “Mobile app recommendations
with security and privacy awareness,” in Proc. 20th ACM SIGKDD Int.
Conf. Knowl. Disc. Data Min., 2014, pp. 951-960.

A. P. Felt, E. Chin, S. Hanna, D. Song, and D. Wagner, “Android
permissions demystified,” in Proc. 18th ACM Conf. Comput. Commun.
Security, 2011, pp. 627-638.

F. Roesner, T. Kohno, A. Moshchuk, B. Parno, H. J. Wang, and
C. Cowan, “User-driven access control: Rethinking permission granting
in modern operating systems,” in Proc. IEEE Symp. Security Privacy,
2012, pp. 224-238.

Y. Lurie and S. Mark, “Professional ethics of software engineers: An
ethical framework,” Sci. Eng. Ethics, vol. 22, no. 2, pp. 417-434, 2016.
B. Mittelstadt, “Principles alone cannot guarantee ethical Al” Nat.
Mach. Intell., vol. 1, no. 11, pp. 501-507, 2019.

L. Carden and B. Oladapo, “An ethical risk management approach for
medical devices,” Risk Manage. Healthcare Policy, vol. 14, p. 2311,
Apr. 2021.

M. M. Hossain, S. M. R. Islam, F. Ali, K. S. Kwak, and R. Hasan, “An
Internet of Things-based health prescription assistant and its security
system design,” Future Gener. Comput. Syst., vol. 82, pp. 422439,
May 2018.

M. J. Page et al., “The PRISMA 2020 statement: An updated guideline
for reporting systematic reviews,” BMJ, vol. 372, p. n71, Mar. 2021.
S. M. R. Islam, D. Kwak, M. H. Kabir, M. Hossain, and K.-S. Kwak,
“The Internet of Things for health care: A comprehensive survey,” IEEE
Access, vol. 3, pp. 678-708, 2015.

A. Gatouillat, Y. Badr, B. Massot, and E. Sejdic, “Internet of
Medical Things: A review of recent contributions dealing with cyber-
physical systems in medicine,” IEEE Internet Things J., vol. 5, no. 5,
pp. 3810-3822, Oct. 2018.

H. Banaee, M. U. Ahmed, and A. Loutfi, “Data mining for wearable
sensors in health monitoring systems: A review of recent trends and
challenges,” Sensors, vol. 13, no. 12, pp. 17472—17500, 2013.

B. M. Silva, J. J. Rodrigues, 1. de la Torre Diez, M. Lépez-Coronado,
and K. Saleem, “Mobile-health: A review of current state in 2015, J.
Biomed. Inform., vol. 56, pp. 265-272, Aug. 2015.

B. Martinez-Pérez, 1. De La Torre-Diez, and M. Ldpez-Coronado,
“Mobile health applications for the most prevalent conditions by the
world health organization: Review and analysis,” J. Med. Internet Res.,
vol. 15, no. 6, p. €120, 2013.

Z. Chen et al., “Unobtrusive sleep monitoring using smartphones,” in
Proc. 7th Int. Conf. Pervasive Comput. Technol. Healthcare Workshops,
2013, pp. 145-152.

S. Abdullah, M. Matthews, E. L. Murnane, G. Gay, and T. Choudhury,
“Towards circadian computing: ‘Early to bed and early to rise’ makes
some of us unhealthy and sleep deprived,” in Proc. ACM Int. Joint
Conf. Pervasive Ubiquitous Comput., 2014, pp. 673-684.

J. Han et al., “Exploring automatic COVID-19 diagnosis via voice and
symptoms from crowdsourced data,” in Proc. IEEE Int. Conf. Acoust.
Speech Signal Process. (ICASSP), 2021, pp. 8328-8332.

M. Shoaib, S. Bosch, O. D. Incel, H. Scholten, and P. J. Havinga,
“Complex human activity recognition using smartphone and wrist-worn
motion sensors,” Sensors, vol. 16, no. 4, p. 426, 2016.

L. Canzian and M. Musolesi, “Trajectories of depression: Unobtrusive
monitoring of depressive states by means of smartphone mobility traces
analysis,” in Proc. ACM Int. Joint Conf. Pervasive Ubiquitous Comput.,
2015, pp. 1293-1304.

S. Zhang et al., “NeckSense: A multi-sensor necklace for detecting
eating activities in free-living conditions,” Proc. ACM Interact. Mobile
Wearable Ubiquitous Technol., vol. 4, no. 2, pp. 1-26, 2020.

T. Karhula er al., “Telemonitoring and mobile phone-based health
coaching among finnish diabetic and heart disease patients:
Randomized controlled trial,” J. Med. Internet Res., vol. 17, no. 6,
p. el53, 2015.

T. W. Boonstra, J. Nicholas, Q. J. Wong, F. Shaw, S. Townsend,
and H. Christensen, “Using mobile phone sensor technology for men-
tal health research: Integrated analysis to identify hidden challenges
and potential solutions,” J. Med. Internet Res., vol. 20, no. 7, 2018,
Art. no. el10131.

J. F. Huckins et al., “Fusing mobile phone sensing and brain imaging to
assess depression in college students,” Front. Neurosci., vol. 13, p. 248,
Mar. 2019.

15433

[352] S. Kumar et al, “Center of excellence for mobile sensor
data-to-knowledge (MD2K),” J. Amer. Med. Inform. Assoc.,
vol. 22, no. 6, pp.1137-1142, 2015. [Online]. Available:
http://dx.doi.org/10.1093/jamia/ocv056

Zhiyuan Wang (Student Member, IEEE) received
the bachelor’s degree from the Department of
Computer Science, Xiamen University, Xiamen,
China, in 2021. He is currently pursuing the Ph.D.
degree in system engineering with the University of
Virginia, Charlottesville, VA, USA.

His current research interests include ubiquitous
computing, mobile sensing, and their applications on
health and social issues, including mental health and
communicable diseases.

Haoyi Xiong (Senior Member, IEEE) received the
Ph.D. degree in computer science from Telecom
SudParis jointly with the Université Pierre et Marie
Curie, Paris, France, in 2015.

From 2016 to 2018, he was a Tenure-
Track Assistant Professor with the Department
of Computer Science, Missouri University of
Science and Technology, Rolla, MO, USA, and a
Postdoctoral Fellow with the University of Virginia,
Charlottesville, VA, USA, from 2015 to 2016. He
is currently a Principal Research Scientist with Big
Data Lab, Baidu Research, Beijing, China, and also a Graduate Faculty
Scholar affiliated to the University of Central Florida, Orlando, FL, USA.
He has published more than 70 papers in top computer science conferences
and journals. His current research interests include AutoDL and ubiquitous
computing.

Jie Zhang (Member, IEEE) received the Ph.D.
degree from the University of Science and
Technology Beijing, Beijing, China, in 2019.

He was a Visiting Research Fellow with the
University of Leeds, Leeds, U.K., in 2018. From
2019 to 2021, he was a Postdoctoral Research
Fellow with Peking University, Beijing. He is cur-
rently an Associate Professor with the School of
Automation and Electrical Engineering, University
of Science and Technology Beijing and a Marie
Sklodowska Curie Research Fellow with the School
of Electronic and Electrical Engineering, University of Leeds. His current
research interests include pervasive computing, body sensor network, wire-
less sensor networks, and machine learning.

Dr. Zhang was a recipient of the Marie Sklodowska-Curie Actions
Individual Fellowships, European Commission.

Sijia Yang (Graduate Student Member, IEEE)
received the M.Sc. degree in ICT management
from Telecom & Management SudParis, Evry,
France, in 2015. She is currently pursuing the
Ph.D. degree with Beijing University of Posts and
Telecommunications, Beijing, China.

From 2016 to 2018, she was the Owner and
the Founder of ChezYang LLC, Rolla, MO, USA.
She published papers in Knowledge and Information
Systems, and Applied Intelligence. Her research
interests include data mining and healthcare data
analytics.

)
/

Authorized licensed use limited to: University of Nantes. Downloaded on July 06,2023 at 08:32:34 UTC from IEEE Xplore. Restrictions apply.



15434

Mehdi Boukhechba (Member, IEEE) received
the Diplome d’Ingénieur degree from the Institut
national des sciences appliquées de Lyon,
Villeurbanne, France, in 2012, the M.Sc. degree
in computer science from the Université de
Montpellier II, Montpellier, France, in 2013, and
the Ph.D. degree in computer science from the
Université du Québec a Chicoutimi, Chicoutimi,
QC, Canada, in 2016.

He is currently an Assistant Professor with the
Engineering Systems and Environment Department
and the Co-Director of the Sensing Systems for Health Lab, University of
Virginia, Charlottesville, VA, USA. His primary research interests are in
ubiquitous computing, data science, behavioral modeling, and pervasive
health technologies.

Daqing Zhang (Fellow, IEEE) received the Ph.D.
degree from the University of Rome “La Sapienza,”
Rome, Italy, in 1996.

He is currently a Chair Professor with the School
of Computer Science and Technology, Peking
University, Beijing, China, and Telecom SudParis,
Institut Polytechnique de Paris, Palaiseau, France.
He has published over 280 technical papers in lead-
ing conferences and journals. His current research
interests include context-aware computing, urban
computing, mobile computing, big data analytics,
and pervasive elderly care.

Prof. Zhang was a recipient of the Ten-Years CoMoRea Impact Paper Award
at IEEE PerCom 2013, the Honorable Mention Award at ACM UbiComp 2015
and 2016, and the Best Paper Award at IEEE UIC 2012 and 2015. He served
as the general or program chair for over 17 international conferences, giving
keynote talks at more than 20 international conferences. He is an Associate
Editor of IEEE PERVASIVE COMPUTING, ACM Transactions on Intelligent
Systems and Technology, and Proceedings of the ACM on Interactive, Mobile,
Wearable and Ubiquitous Technologies.

IEEE INTERNET OF THINGS JOURNAL, VOL. 9, NO. 17, 1 SEPTEMBER 2022

Laura E. Barnes (Senior Member, IEEE) received
the Ph.D. degree in computer science from the
University of South Florida, Tampa, FL, USA, in
2008.

She is an Associate Professor with the
Engineering Systems and Environment Department,
University of Virginia, Charlottesville, VA, USA,
where she directs the Sensing Systems for Health
Lab which focuses on designing impactful,
technology-enabled solutions for improving health
and well-being. Fusing computational methods
with technology, such as smartphones and wearables, her group studies
how macro- and micro-level human behaviors manifest in the wild and
how these behaviors relate to health. Her group’s technology and methods
have been applied to chronic diseases, such as anxiety, depression, cancer,
infectious disease, and traumatic brain injury. Her work has been funded by
the National Institutes of Health, the National Institute of Aerospace, the
U.S. Army, and private foundations.

Dejing Dou (Senior Member, IEEE) received the
bachelor’s degree from Tsinghua University, Beijing,
China, in 1996, and the Ph.D. degree from Yale
University, New Haven, CT, USA, in 2004.

He is currently a Full Professor (on leave) with
the Computer and Information Science Department,
University of Oregon, Eugene, OR, USA, and has
led the Advanced Integration and Mining Lab since
2005. He also serves as the Head of Big Data
Lab and Business Intelligence Lab, Baidu Research,
Beijing, during his academic leave. He has been the
Director of the NSF IUCRC Center for Big Learning since 2018. He was a
Visiting Associate Professor with Stanford Center for Biomedical Informatics
Research, Stanford, CA, USA, from 2012 to 2013. He has published more
than 100 research papers. His research areas include artificial intelligence,
data mining, data integration, NLP, and health informatics.

Authorized licensed use limited to: University of Nantes. Downloaded on July 06,2023 at 08:32:34 UTC from IEEE Xplore. Restrictions apply.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Helvetica
    /Helvetica-Bold
    /HelveticaBolditalic-BoldOblique
    /Helvetica-BoldOblique
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Times-Bold
    /Times-BoldItalic
    /Times-Italic
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryITCbyBT-MediumItal
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Average
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Average
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Recommended"  settings for PDF Specification 4.01)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


